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ECUHty | Advanced

View and manage Java Runtime versions and settings for Java applications and applets.
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Security Level

i Yery High (Most secure setting)

Only Java applications identified by a non-expired certificate from a trusted authority will be
Allowed ta run,

i High (Minimurn recammended)

Jawva applications identified by a certificate from & trusted authority will be allowed to run,

i Medium (Least secure setting)

All Java applications will be allowed ko run after presenting a security prompt,

Exception Site List

Applications launched from the sites listed below will be allowed ta run after the appropriate
security prompks.
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ttp: | Edit Site Li |

Restore Security Prompts | Manage Certificates. .. |
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Java Control Panel =) x|

General | Java Security I Advanced |

[¥ Enable Java content in the browser

Security Level

™ Wery High (Most secure setting)

Only Java applications identified by a non-expired certificate from a krusted authority will be
allowed to run,

Exception Site List x|
(ol
Applications launched From the sites listed below will be allowed to run after the appropriate security
prompts,
. Location
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Add Femove |

“h FILE and HTTP protacols are considered a security risk,
We recommend using HTTPS sites where available,
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weeption Site List x|

Applications launched From the sites listed below will be allowed to run after the appropriate security
prompts.

Location

ttps: fbiz. hkbea-cyberbarking. com | :I

add I Remove I

“Ih FILE and HTTP protocols are considered a security risk,
We recommend using HTTRS sites where available.

oK I Cancel I
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General | Java Security I Advanced |

|¥ Enabls Java content in the browser

Security Level

£ Wery High (Most secure setting)

Cnly Java applications identified by a non-expired certificate From a trusted autharity will be
alloweed to run,

£+ High (Minimurn recommended)

Java applications identified by a certificate from a trusted autharity will be allowed ko run.

" Mediurn (Least secure setting)

All Java applications will be allowed ko run after presenting a security prompk.

Exception Site List

Applications launched From the sites lisked below will be allowed to run after the appropriate
e ——

Edit Site List, .. 5.
ttps:ffbiz . hkbea-cyberbanking.com j | LR |

Restore Security Prampts | Manage Certificates. .. |

Ok

Cancel | Anply |
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Java Control Panel
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General | Java | Securiy

) Enable - hide warning and run with protections |
) Enable - hide warning and don't run untrusted code
) Disable verification (not recommended)
Perform certificate revocation checks on
") Publisher's certificate only
All certificates in the chain of trust
) Do not check (not recommended)
Check for certificate revocation using
(") Certificate Revocation Lists (CRLs)
) Online Certificate Status Protocol (OCSF)
(@) Both CRLs and OCSP
Advanced Security Settings
- Use certificates and keys in browser keystore
Enable blacklist revocation check
--|¥| Enable caching password for authentication
-[] Use S5L 2.0 compatible ClientHello format
|| Use S5L 3.0
Use TLS 1.0

- [¥] Use TLS 1.2 I

Miscellaneous

I:‘ Place Java icon in system tray

-[] suppress sponsor offers when installing or updating Java
Java Quick Starter

-

O I Cancel Apply
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