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Forgot PIN FAQ

Forgot Login PIN

General

1.

My user account has been locked after 3 incorrect attempts to answer the security questions or
enter the “Login PIN Reset Code”. What should | do?

You can contact your company’s Authorised Person to unlock your user account through the
“User Management” function.

Are incorrect attempts for security questions and the “Login PIN Reset Code” counted
separately or are they combined?

The incorrect attempts are combined. If you input incorrect security answers or reset codes 3
times in total, you will be locked out of your account immediately.

| have correctly answered my security questions / input the correct “Login PIN Reset Code”. Will
my attempts be reset?

Yes. If you have correctly answered your security questions or input the correct “Login PIN Reset
Code”, your attempts will be reset.

Security Questions

1.

When answering my security questions, what does it mean when the system shows, "Sorry,
authentication failed. Please try again."?

This means that one or more of your answers does not match our records. Please double check
that you have input the correct answers, including any capitalisation.

Why can’t | input my security question answers in Chinese?

Chinese characters are not supported for security question answers. If you cannot successfully
answer your security questions, please ask your company’s Authorised Person or System
Administrator to enable a “Login PIN Reset Code” for you to reset your Login PIN.

Alternatively, you can ask your company’s Authorised Person to submit a “Request Reset PIN”
application. The Bank will then reset your Login PIN by sending a new PIN Mailer to your
company’s registered address.

After resetting your PIN, please log in to BEA Corporate Online, locate your name at the upper
right corner, and click the downward arrow button next to it. Go to Profile > Security and Login >
Set Security Questions > Edit to update the answers to your security questions.

Please note that security question answers only support English characters, numbers or spaces.
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3. Iforgot the answers to my security questions. What can | do?

If you remember your Login PIN, you can log in to BEA Corporate Online, locate your name at
the upper right corner, and click the downward arrow button next to it. Go to Profile > Security
and Login > Set Security Questions > Edit, then edit your security questions and answers.

[} Logout

If you have forgotten your Login PIN, please ask your company’s Authorised Person or System
Administrator to enable a “Login PIN Reset Code” for you.

Alternatively, you can ask your company’s Authorised Person to submit a “Request Reset PIN”
application. The Bank will then reset your Login PIN by sending a new PIN Mailer to your

company’s registered address.

Please note that a “Login PIN Reset Code” is not applicable for an Authorised Person resetting
their own Login PIN.

“Login PIN Reset Code”

1. How longis the “Login PIN Reset Code” effective for?

The “Login PIN Reset Code” becomes effective once it is fully approved by the company’s
Authorised Person, and remains effective until 23:59:59 HKT on the following calendar day.

For example, if the “Login PIN Reset Code” is initiated at 13:00 HKT on 13" January 2026 and is
fully approved at 18:00:00 HKT on 14t January 2026, it will remain effective until 23:59:59 HKT
on 15™ January 2026.

An Authorised Person / System Administrator can log in to BEA Corporate Online, navigate to
User Management, and click on Username to view the effective period of the “Login PIN Reset

Code” for a specific user.

Once the “Login PIN Reset Code” expires, its status will change to “Disabled” and can no longer
be used.
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| forgot my “Login PIN Reset Code”. What should | do?

For security reasons, the “Login PIN Reset Code” will only be shown upon initiation. After this,
no one (including Bank Staff) will be able to view it.

To generate a new “Login PIN Reset Code”, you should ask your company’s Authorised Person to
disable the “Login PIN Reset Code Status”, then enable it again.

Why can’t | use the “Login PIN Reset Code” to reset my Login PIN?

To use your “Login PIN Reset Code”, it needs to be initiated by your company’s Authorised
Person / System Administrator, then approved by your company’s Authorised Person.

Please note that a “Login PIN Reset Code” is not applicable for an Authorised Person resetting
their own Login PIN.

My “Login PIN Reset Code Status” has been disabled. Why is this?

The “Login PIN Reset Code” will be disabled if:

The user successfully resets their Login PIN using the code.

The code has expired.

An Authorised Person / Bank Staff user has manually disabled the “Login PIN Reset Code Status”.
Another “Request Reset PIN” application was submitted by your company’s Authorised Person
after enabling the code.

Can a “Login PIN Reset Code” be used repeatedly before it expires?

No. For security reasons, each “Login PIN Reset Code” can only be used once. Upon successful
verification, the code will immediately expire, regardless of whether the user finishes resetting
their Login PIN.

Is there a limit on the number of times a user can receive a “Login PIN Reset Code” each day?
No. The “Login PIN Reset Code Status” can be enabled for the same user multiple times on the
same day. Please note that you need to change the “Login PIN Reset Code Status” to “Disabled”
before you can enable the user’s code status again.

Why was my user management transaction auto-rejected by the system?

Whenever your “Login PIN Reset Code Status” is updated, any related user management

transactions that are currently pending approval will automatically be rejected by the system.
Please re-initiate these transactions.
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| accidentally closed the page while resetting my Login PIN and failed to complete it. Is my “Login
PIN Reset Code” still usable?

No. For security reasons, each “Login PIN Reset Code” can only be used once. When a code is
verified successfully, it becomes invalid even if the Login PIN setup was not completed. Please ask
your company’s Authorised Person to enable your “Login PIN Reset Code Status” again to get a
new code.

| accidentally disabled a user’s “Login PIN Reset Code Status”. Can | still reactivate the old “Login
PIN Reset Code”?

No. Once a “Login PIN Reset Code Status” has been successfully disabled, the code cannot be
reactivated. You must enable the code status again to get a new “Login PIN Reset Code”.

Forgot Signer PIN

1.

What should | do if | forgot my Signer PIN?

If you can log in to your BEA Corporate Online account, go to the Menu, navigate to “Account
Settings” > “My Preference” > “Security and Login” > “Change Signer PIN”, then click “Forgot
Signer PIN”. From here, you can submit a “Forgot Signer PIN” Request for your company’s
Authorised Person to approve. Once your request has been approved, you can set up your new
Signer PIN the next time you log in to BEA Corporate Online.

If you cannot log in to BEA Corporate Online, please contact your company’s Authorised Person
to select “Request Reset PIN” on the login page, or submit the “Request for New PIN / Reprint of
BEA Corporate Online New PIN Acknowledgement Letter” application form to any of our
branches. The Bank will then send a new PIN mailer to your company’s registered address.

Can an Authorised Person or System Administrator submit a “Forgot Signer PIN” Request on
behalf of other users?

No. To ensure the security of customers’ online transactions and prevent fraud, any “Forgot
Signer PIN” Requests must be submitted by the users themselves.
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Why do | see a pop-up error after clicking “Forgot Signer PIN"?
This usually happens for two reasons:

The first might be that your company does not have enough Authorised Persons to approve the
request. The number of approvers for a “Forgot Signer PIN” is the same as that for other high-
risk administrative transactions. Besides the submitter, there must be enough approvers in your
company to submit a request.

Alternatively, if your company’s approval setting for high-risk administrative transactions is set
to single approvals, you cannot approve your own submission.

Please contact your company’s Authorised Person to select “Request Reset PIN” on the login
page of BEA Corporate Online, or submit the “Request for New PIN / Reprint of BEA Corporate
Online New PIN Acknowledgement Letter” application form to any of our branches. The Bank
will then send a new PIN mailer to your company’s registered address after resetting your PIN.

| mistakenly submitted a “Forgot Signer PIN” Request and am now unable to approve any
current transactions. What should | do?

For security reasons, your current Signer PIN will be frozen immediately upon submission of a
reset request. You must set up a new Signer PIN to continue approving your company’s
transactions. Please contact your company’s Authorised Person to approve the request, then
reset your Signer PIN when you next log in to BEA Corporate Online.

My “Forgot Signer PIN” Request was approved, but | accidentally left the Reset Signer PIN page.
What should | do now?

You can simply log back in to BEA Corporate Online and continue resetting your Signer PIN.

| submitted my “Forgot Signer PIN” Request and already set up my new PIN, which is now
pending activation. Is there any way | can shorten or skip this activation time?

No. To ensure the security of customers’ online transactions and prevent fraud, the new Signer
PIN cannot be used to approve transactions immediately. Your new Signer PIN will become fully

active at 07:00 HKT on the next calendar day.

My earlier “Forgot Signer PIN” Request was rejected by my company’s Authorised Person. Can |
submit my request again?

Yes. You can select “Forgot Signer PIN” or “Submit Another Request” under the “Change Signer
PIN” tab, then submit another request for approval.
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8.

10.

11.

12.

13.

Why did the system reject my “Forgot Signer PIN” Request?

This might be caused by one of the following reasons:
e Your company’s Authorised Person submitted a request to reset your Signer PIN via the
BEA website or a branch at the same time.
e The request remained unapproved for more than 7 calendar days, and has therefore
expired.

My “Forgot Signer PIN” request was approved by my company’s Authorised Person. Why is its
status displayed as “Rejected”?

This might happen if your company’s Authorised Person submitted a request to reset your
Signer PIN via the BEA website or a branch at the same time. This would override the approval
and result in the system automatically changing the request status to “Rejected”.

Why did my “Forgot Signer PIN” Request disappear?

Requests that were rejected more than 24 hours ago are automatically cleared. You can click on
“Forgot Signer PIN” again to submit a new request for approval.

My company’s Authorised Person has helped me submit a “Reset Signer PIN” Request via the
BEA website/branch, but can | use the “Forgot Signer PIN” function to reset my PIN instead?

Yes, you can. To cancel the prior request, please ask your company’s Authorised Person to call
the Bank hotline at (852) 2211 1321. Once that request has been cancelled, you can reset your
Signer PIN via the “Forgot Signer PIN” function.

If my company’s Authorised Person has helped me submit a “Reset Signer PIN” Request via the
BEA website/branch and | have also submitted an online request without cancelling the first
one, which Signer PIN should | use?

If your current Signer PIN stops working after receiving your new PIN Mailer, please contact your
company’s Authorised Person to activate the PIN Mailer so you can use the new PIN provided.

If your current Signer PIN is still working after receiving your new PIN Mailer, you can shred the
paper mailer and continue using your original PIN.

My company’s Authorised Person has already approved my “Forgot Signer PIN” Request. Why
did | still receive a notification saying it was rejected?

This may occur if another reset request was submitted after approval via the BEA website or a
branch. Please ask your company’s Authorised Person to call the Bank hotline at (852) 2211
1321 to cancel the duplicated request. Once cancelled, you can submit a new “Forgot Signer
PIN” Request and set up your new Signer PIN.
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