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1 General

1.1 General

Q1.1.1 What is Foreign Exchange and Precious Metal Margin Trading Services?

Foreign Exchange and Precious Metal Margin Trading is a type of leveraged trading that allows
you to buy and sell foreign currencies and precious metal worth up to 16 times your margin
deposit. In other words, the margin deposit required to open a position is only 6% of the contract

amount.

Q1.1.2 What is the minimum deposit amount required by BEA to open an account for
Foreign Exchange and Precious Metal Margin Trading Services?

The minimum deposit amount is US$5,000 (or its equivalent).

Q1.1.3 What is the initial margin requirement to open a position?

The initial margin requirement for a new customer is 8%.
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Q1.1.4 What is the minimum transaction amount for Foreign Exchange and Precious Metal
Margin Trading Services?

For FX margin trades, the minimum transaction amount is 50,000 of the first currency in a
contract.
For Spot Gold margin trades, the minimum transaction amount is XAU 50 oz.

Q1.1.5 What are the trading hours?

The trading hours for the internet and phone channels are as follows:
Regular hours (HK time)
FX & Precious Metal: Monday 7:00 a.m. to Saturday 3:30 a.m.

Public holidays

Trading hours will be announced for each channel separately when Hong Kong and other major
financial markets are closed. Please contact the FX Margin Hotline on 2211 1688 or visit the BEA
website at www.hkbea.com for details.

Q1.1.6 Is any commission charged on a trade?

BEA does not charge any commission on a trade.

Q1.1.7 What is the currency used for settlement?

Foreign Exchange and Precious Metal Margin Trading Services is settled in US dollars.

Q1.1.8 What is the interest receivable/payable for an outstanding position?

At the end of each trading day, outstanding positions will be rolled over to a new value date.
Calculation of the interest receivable/payable is based on the difference between the interest
rates for the currency pair of the outstanding position, where the financial impact is presented
through the adjustment of the position rate. For details, please contact the FX Margin Hotline on
(852) 2211 1688.

Q1.1.9 Do |l receive any interest for deposits that are pledged for Foreign Exchange and
Precious Metal Margin Trading Services?

You will receive interest on the deposits in your Multi-currency Statement Savings Account or
Time Deposit Account. Please call the FX Margin Hotline on (852) 2211 1688 for more details.
Q1.1.10 What is the margin call level?

The margin call level is 5%. When a client's margin ratio falls below 5%, he/she will receive a
margin call to top up his/her funds.



© BEA RIZIRIT

Q1.1.11 What is the margin cut level?

The margin cut level is 3%. When a client's margin ratio falls below 3%, his/her position will be
liquidated at the Bank's discretion.

Q1.1.12 What does "lock position" mean?

To “lock position” is to create a position of the same notional amount but in the opposite direction
to the original position. The original position will not be liquidated when you lock position.
Q1.1.13 Will a locked position consume margin?

No, it will not consume additional margin. The margin required for a pair of locked positions will
be calculated based on the position with the larger exposure.

Q1.1.14 Will I receive a statement after a transaction has been completed?

Whether you trade by phone or via the internet, you will receive daily and monthly statements.
You can receive paper statements, electronic statements, or both.

If you have registered for e-statements for Foreign Exchange and Precious Metal Margin Trading
via Cyberbanking, you can view your latest e-statement by selecting "Statement/Advice" under
"Accounts" in Cyberbanking - Internet.

Q1.1.15 What is “1/10 of pip” for internet FX margin trading?

Pip is the abbreviation of “price interest point”. One pip of most currency pairs refers to the 4t
decimal place of the currency pairs, so 1/10 pips is the 5t decimal place. While one pip of

currency pairs involves JPY refer to the 2" decimal place of the exchange rate, then 1/10 pips is
the 3 decimal place. Examples are given as follows:

AUD/USD 0.71505 USD/JPY 120.505

1.2 Orders

Q1.2.1 How are orders executed?

For limit/stop buy or sell orders, when the platform offer or bid reaches the order price, the order
will be executed. Please note that for stop loss orders, the price at the time of execution may be
worse than the order price.
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Q1.2.2 What types of orders can | place?

You can place: 1) single limit/stop loss orders, 2) one-cancels-the-other ("OCQ") orders, 3) if

done orders, and 4) if done one-cancels-the-other ("If Done OCO") orders.

Q1.2.3 How long can each order last?

Your orders can be good till end of day, good till weekend, or good till cancel.

Q1.2.4 How do | know if BEA has received my order?

You will receive an order reference number after you have confirmed your order. Please note that
order execution may be adversely affected by hectic market conditions, system delays, bandwidth,
or other circumstances beyond BEA's control.

Q1.2.5 Will | be notified upon an order execution, margin call alert, or margin cut alert?

You will receive an SMS and/or email if you have subscribed to our automated notification service.

Q1.2.6 Can | close out a position when | amend an order?

No. You need to cancel the old order and place a new order if you want to close out a position.

1.3 Collateral/Settlement Account

1.3.1  What are the benefits of the enhanced collateral and settlement function for
Foreign Exchange and Precious Metal Margin Trading Services?

The enhanced function enables you to integrate collateral placing and settlements for your
account via a single Multi-currency Statement Savings Account, giving you more flexibility to
manage your funds for foreign exchange and precious metal margin trading.

1.3.2 If my Multi-currency Statement Savings Account has been designated as the
collateral and settlement account for my Foreign Exchange and Precious Metal Margin
Trading Services Account, can | withdraw or transfer funds from this account?

As long as the collateral balance in your Multi-currency Statement Savings Account is above the
required margin level, you can withdraw and transfer money from the account. However, if the
withdrawal or transfer amount will cause the collateral balance to drop below the required margin
level, the transaction will be rejected.
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1.3.3 Can I change the collateral or settlement account for Foreign Exchange and
Precious Metal Margin Trading Services?

To change the collateral or settlement account, you need to ensure that the new account(s) have
sufficient collateral balance to maintain the required margin level. If not, the request will be
rejected. If you need to change your collateral or settlement account, please visit a BEA branch
and fill in the relevant forms.

1.3.4 What account types can | use as my collateral/settlement account?

You can use a Multi-currency Statement Savings Account for both collateral and settlement. You
can use a Time Deposit Account for collateral only.

1.3.5 If | have changed the collateral and/or settlement account for my Foreign Exchange
and Precious Metal Margin Trading Services Account, when will the new account(s) be
effective?

When a Multi-currency Statement Savings Account is designated as the new collateral and
settlement account, it will be effective for collateral and settlement purposes immediately.

When a Time Deposit Account is designated as the new collateral account, it will be effective
within five working days.

1.3.6 I currently use a time deposit account for collateral. How can | enjoy the enhanced
collateral and settlement function?

To use the enhanced function, please visit any BEA branch, open a new Multi-currency
Statement Savings Account, and designate this account as the collateral and settlement account
for your Foreign Exchange and Precious Metal Margin Trading Services account. For further
information, please call the FX Margin Hotline on (852) 2211 1688.

2. Cyberbanking Related Questions

Q2.1 Can | register the same mobile phone number for multiple Foreign Exchange and
Precious Metal Margin Trading Services Accounts?

Each mobile number can be registered with one Cyberbanking account only. To use the same
mobile phone number for multiple Foreign Exchange and Precious Metal Margin Trading Services
accounts, please register these accounts under the same Cyberbanking account.
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Q2.2 How can | access the internet margin trading platform?

Before you can access the internet margin trading platform, you need to open a Cyberbanking
account and an account for Foreign Exchange and Precious Metal Margin Trading Services.
Once you register your Foreign Exchange and Precious Metal Margin Trading Services account
as a related account under your Cyberbanking account, you can access the Internet margin
trading platform. For more details, please visit any BEA branch.

Q2.3 How can | deposit funds into my Foreign Exchange and Precious Metal Margin
Trading Services Account?

To deposit funds, please visit any BEA branch or log in to your Cyberbanking account.

Q2.4 Are there situations when | am not allowed to place orders via the internet margin
trading platform?

Yes, you will not be allowed to place orders when:

i. Your buy/sell order rate falls beyond or too close to a certain number of pips of the market price
or the first order price. The number of pips allowed for order placement varies with different
contract pairs.

ii. The notional amount of the order is greater than the maximum order size allowed.

iii. The currency pair is suspended.

iv. You do not have a sufficient free margin or trade limit.

Q2.5 What will happen to my positions if my margin ratio reaches the margin cut level?

Your positions will be liquidated at BEA's discretion. Clients should be aware of the risks of
margin trading.

3. BEA App and Mobile Banking Related Questions

Our Bank has prepared an FAQ for the BEA App and also Mobile Banking.

Please refer to BEA webpage > Personal Banking > BEA App > FAQs or the following link for
details.

http://www.hkbea.com/html/en/bea-app-fags.html

For the FAQ specific to “Mobile Banking/ registration of Mobile Phone”, please refer to “Mobile
Banking” section from the following link for details.

http://www.hkbea.com/html/en/bea-app-fags.html
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4. Trading Platform Related Questions
4.1 Internet Margin Trading Platform

Q4.1.1 What services are available under the internet margin trading platform?

This sub-function allows you to obtain the following information:

FX / Precious Metal Margin Collateral Balance
FX / Precious Metal Margin Position

FX / Precious Metal Margin Order Trail

FX Commentary / Trader’s Corner

In addition, you can access the internet margin trading platform to make foreign exchange margin
and precious metal margin trades.

Q4.1.2 Which currency pairs can | trade via the internet margin trading platform?

All of the currency pairs listed in our “Product Information” page
(http://www.hkbea.com/html/en/bea-investment-service-product-information.html) are available on
internet margin trading platform. Please refer to the page for the updated list and its respective
minimum contract size

Q4.1.3 How many currency pairs can be displayed on the rate panel?

You can choose to display up to 20 currency pairs.

Q4.1.4 What is the function of the idle time logout?

For security reasons, the trading platform session will be terminated automatically after a certain
period of idle time. You may set your preferred length of idle time under “preferences” before your
session is automatically terminated. The maximum allowable idle time is 120 minutes.

Q4.1.5 What is an RFQ?

RFQ stands for "request for quote". You can send dealers a request for a quote for a large spot
FX and precious metal transaction.

Q4.1.6 Is there any way to receive price alerts?

Yes, you can set a target price at which the system will send a price alert to you via email and/or
SMS.



© BEA RIZIRIT

Q4.1.7 How many price alerts can | set up on the internet margin trading platform?
Fifteen price alerts are allowed for each account per day, excluding margin call, margin cut, and
order execution alerts. Please note that filled price alerts are counted and the quota will only be
released on the next day.

Q4.1.8 What is a tolerance level?

A tolerance level is the maximum number of pips that the execution price may deviate from the
price when you commit a transaction. For example, if AUD/USD is quoted at 0.9040-48 and the
tolerance level is set at 10 pips, then the customer selling rate range is from 0.9030 to 0.9050 and
the buying rate range is from 0.9038 to 0.9058.

Q4.1.9 How do | close out open positions?

If you create a new deal under the rate panel in the opposite direction of your open position, the
position will be closed out automatically, and the position with maximum profit generated will be
selected in the event that several positions are opened. Alternatively, you can click "Close Out"
under "Open Positions" under "Position Management" to square off your selected position.

Q4.1.10 Can | view charts on the internet margin trading platform?

Yes, you can view charts via the platform.

Q4.1.11 What time periods do your chart function offer?

We offer 1 min, 5 min, 10 min, 15 min, 30 min, 1 hr, 2 hr, 4 hr, daily, weekly, and monthly charts.

Q4.1.12 Will the data shown in the chart be updated/refreshed automatically?

This depends on your PC. If you have proxy settings, the data will only be updated periodically.
Otherwise you should be able to view real-time chart data updates.

For quick chart, please refer to Q5.1.10
Q4.1.13 What is “contract-specific preset amount”?

To save time in deal amount input, you can now specify the deal amount of specific currency
pairs in advance on internet margin trading platform. Once set, the deal amount field will be
automatically filled with the preset amount when you have transaction on the specific currency
pairs.

The setup can be found under “Preferences” > Contract Selection. Please note that if you do not
fill in the preset amount, or set the amount as zero, there will be no automatic pre-fill of the deal
amount. Please also note that this setting applies to mobile margin trading platform as well, while
this setup cannot be changed in mobile margin trading platform.
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Please also note that contract-specific amount is different from those under “Preset” button, which
is next to deal amount field. The preset amounts under “Preset” button are shared by all currency
pairs and there is also no auto-filling for those preset amounts. Please also read Q5.1.9 for
further details.

4.2 Mobile Margin Trading Platform

Q4.2.1 What services are NOT available under the mobile margin trading platform,
compare to internet margin trading platform?

To suit the simplicity of design on mobile phone, some functions in Internet margin trading
platform is not included in mobile margin trading platform:

e Modify contract-specific preset amount (usage is still available)
e Demo and FAQ (still available on BEA webpage)

Note that there is a session idle timeout setting on mobile margin trading platform, but it is a
separate setting from the internet margin trading platform. The list and the order of currency pair
display on mobile margin trading platform is also separate from Internet margin trading platform.
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5. Technical Questions

5.1 General

Q5.1.1 What information do | need to provide when there is technical issue in accessing
internet margin trading platform?

To speed up our checking, please provide the following information if possible:

Error message you have seen, if any, and the actions before error message.
Operating system version (e.g. Windows 7, iOS 8)

Browser version (e.g. IE 8, Chrome 45)

Java setting in IE and Control Panel (for IE 7-8 users) (for details, refer to 5.2)
Connection (home or office network)

Q5.1.2 What is the recommended memory size for a PC to access the internet margin
trading platform?

To ensure timely delivery of real-time rate updates from the system server, we recommend that
your PC has at least 2 GB of memory.

Q5.1.3 How can | access the internet margin trading platform?

You should use a secure-capable browser with TLS encryption technology. Our site is best
viewed at 1024 x 768 screen resolution with Internet Explorer 7.0+, but other browsers such as

Safari for MAC (6+) and iPad (iOS 7+), Firefox (31+) and Chrome (40+) are also supported.

Please note that for IE users, Compatible View should be disabled/removed in order to have
proper screen layouts in position management panels. For details, please refer to Section 5.2.

Please note that for Chrome users, the “Minimum font size” of the Chrome browser has to be
adjusted from the default 12pt to 10pt or lower (6pt for the best).

In addition to Desktop / laptop computers, you may also use tablet devices to access to Internet
Margin. For details, please refer to Section 5.3.

For details on TLS setting, please refer to Section 5.2.
Q5.1.4 What email address or mobile phone number will notifications be sent to?
Notifications will be sent to the email address and/or mobile phone number on record for your

Cyberbanking account.

Q5.1.5 Is my personal information secure when | use the internet margin trading platform?
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To ensure that your personal information is secure at all times, we have employed several
security measures, which include:

i. Transport Layer Security (TLS) encryption protocol.

ii. Authentication of account number and password: to log in to Cyberbanking, customers must
enter their password using a moving number onscreen keypad.

ii. Automatic logoff if no activity is detected after the user-defined timeout period (1 - 180
minutes).

Q5.1.6 How can | clear the disk cache in Internet Explorer?

To enhance the performance of your computer when using the internet margin trading platform,
you should clear the cache regularly by following these simple steps:

i. Open the "Tools" menu and select "Internet Options"
ii. Select "General" and then "Temporary Internet files"
iii. Click "Delete Files"

iv. Click the box beside "Delete all offline content"

v. Click "OK"

Q5.1.7 Can | keep my preferred screen layout?
To facilitate your usage, the following layout setting can be saved:
- Show account info, quick chart, or neither;
- Show position management, order management or news section
You have to select Preferences > Layout Setting > tick “Save page layout upon exit” > Click
“Apply” to keep the last layout that you used before log out internet margin trading platform,

Q5.1.8 What is “System Default Layout”?

System default layout is to show a 4x2 rate panel, account info and position management section.

Q5.1.9 What is the use of the “Preset” button?

It stores 9 default values which you can click to choose and fill in the contract amount accordingly.
These 9 default values are shared by all contract pairs. You can click “Edit” on the upper right
corner of the preset window for changing the default values.

Q5.1.10 How often is the quick chart updated?

The data is updated on minute-basis, with update time shown next to the word “Delayed Chart”.
To refresh data of the same quick chart, you have to click the red area of the corresponding
contract pair again.
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Q5.1.111 clicked chart and it is not shown. Why?

It may due to the pop-up chart window being blocked. Please turn off the pop-up blocker of the
browser and retry. For setting of Safari in iPad, please refer to Q5.4.3 below.
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5.2 Java related (for IE 7 and 8)

Q4.2.1 What is the Java Runtime Environment ("JRE") requirement on PC and iPad?

For iPad, there is no JRE requirement. For PC, it depends on browser and its version. Please
refer to the table below for details:

Browser JRE requirement
IE 7-8 on PC JRE required
IE 9+ on PC JRE not required
Other browsers on JRE not required
PC
iPad JRE not required

Q5.2.2 What is the JRE version required for the internet margin trading platform?

You need to use v1.5.0_07 or later.

Pre-requisites for Access to BEA FX Margin Trading System

1. Internet Explorer 7.0 or above installed

Compatibility view setting enabled (applies to IE 8)

Javascript enabled on browser

Java enabled on browser

Latest JRE installed

Java enabled through Java Control Panel

N o o ~ 0D

Exception site list configured through Java Control Panel [Optional for JRE 7u51 (current
release), but could be required for later JRE releases]

8. Running applet loaded from FEM page
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Disable Compatibility View Setting

* Applies to IE 8
1. Open Internet Explorer.

2. Select [Tools] > [CompatibilityView settings] from menu bar.

|’;§;" aboutblank

@ Elfank_l:'age | |

{:}T - * [ @ * Page » SafEty'.

L5 PReopen last browsing session

Bl

.

Pop-up Blocker 4
YWiew dowenloads Ctrl+)

Manage add-ons

Wiork offline

F# Rl

Compatibility Wiew settings
Full screen F11

Toalbars 4

&l

Explorer bars 4
<er F12 developer tools
Suggested Sites

Lync Click to Call
OneMote Linked Motes
Send to OneMote

Sun lawva Cansaole

7 Internet aptions
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3. Uncheck the option of “Display all websites in Compatibility View”. If “hkbea.com” has
already been added into Compatibility View, please click the “remove” button to remove it.
Afterwards, click the “Close” button.

r =

Cormpatibility Wiews Settings @

I 3 You can add and remove websites to be displaved in
m Compatibility Wigw,

&dd this website;

hkbea. com

Websikes you've added to Compatibility Wiew:

Remowve

[ Display all websites in Compatibility Yiews
[7] Display intranst sites in Compatibility Wiew
[¥] Download updated compatibility lisks From Microsoft

Learn more by reading the Inkernet Explorer privacy statement

Close
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Enable Javascript on Browser

Reference: http.//support.microsoft.com/qgp/howtoscript
1. Open Internet Explorer.

2. Select [Tools] > [Internet options] from menu bar.

e

J e
A,

2 aboutblank

| (& Blank Page | |

ﬁ’}] B = m = Page - Safetyv':@" _,Immcﬂu CF
L5 Reopen last browsing session

[ Pop-up Blocker L
Wiew dowwnloads Ctrl+]

Manage add-ons

[
¢ WWork offline
R .

Compatibility Wiew settings

Full screen F11
Toolbars L4
Explaorer bars r

<ex F12 developer tools
Suggested Sites

Lync Click to Call
Onefote Linked Motes
Send to OnelMote

Sun lava Consale

7 Internet aptians
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3. Switch to [Security] tab. Select [Internet] zone and click [Custom level...].

P o

Internet Options

iGeneral | Security |Privac':.f I Conkenk | Connections | Frograms | .ﬁ.d'-.fann:ed|

Select a zone bo view or change security settings.

@ & vV O

Localintranet  Trusted sites  Restricted
sikes

Internet

Sik
O This zone is for Inkernet websites, L

except those listed in trusted and
restricted zones,

Security level For this zone

Custom

Cuskom setkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default lewvel,

Enable Protected Made (requires restarking Inkernet Explarer)

[ Cuskam level. .. H Default lewvel ]

[ Reset all zanes to defaulk level ]

[ 4 ] [ Zancel Apply




© BEARIIIRT

4. Click [Enable] for [Active scripting] under [Scripting]. Click [OK].

P

Security Settings - Internet Zone

Settings

(3]

i@ Enable
() Prompk
&= | Seripting
=) Active scripting
(7) Disable
i@ Enable
() Prompk
=0 Allaws Programmatic cipboard access
(7) Disable
() Enable
i@ Prampt
=) Allaws stabus bar updates via script
@ Disable
() Enable

(& Micshla

= Allaws websites ta prampt: Far information using scripted wind:

4 | 1l

[

i -

F

*Takes effect after vou restart your computer

Reset custom settings

Resetto: | medium-high (default)

x)

I Reset... I

I

| |

Cancel ]

-
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5. Click [OK].

P

Internet Options

iGeneral | Security |Privac':.f I Conkenk | Connections | Frograms | .ﬁ.d'-.fann:ed|

Select a zone bo view or change security settings.

@ & v O

Inkernet Local inkranet  Trusked sikes  Restricked
sikes

Internet

Sik
O This zone is for Inkernet websites, L

except those listed in trusted and
restricted zones,

Security level For this zone

Custom

Cuskom setkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default lewvel,

[¥] Enable Protected Maode (requires restarting Internet Explarer)

[ Cuskam level. .. H Default lewvel ]

[ Reset all zanes to defaulk level ]

| (8] 4 | [ Zancel Apply

=

Restart browser to make changes effective.
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Enable Java on Browser

Reference: https://java.com/en/download/help/enable browser.xml
1. Open Internet Explorer.

2. Select [Tools] > [Internet options] from menu bar.

e

J e
A,

2 aboutblank

| (& Blank Page | |

ﬁ’}] B = m = Page - Safetyv':@" _,Immcﬂu CF
L5 Reopen last browsing session

[ Pop-up Blocker L
Wiew dowwnloads Ctrl+]

Manage add-ons

[
¢ WWork offline
R .

Compatibility Wiew settings

Full screen F11
Toolbars L4
Explaorer bars r

<ex F12 developer tools
Suggested Sites

Lync Click to Call
Onefote Linked Motes
Send to OnelMote

Sun lava Consale

7 Internet aptians




© BEARIIIRT

3. Switch to [Security] tab. Select [Internet] zone and click [Custom level...].

P o

Internet Options

iGeneral | Security |Privac':.f I Conkenk | Connections | Frograms | .ﬁ.d'-.fann:ed|

Select a zone bo view or change security settings.

@ & vV O

Localintranet  Trusted sites  Restricted
sikes

Internet

Sik
O This zone is for Inkernet websites, L

except those listed in trusted and
restricted zones,

Security level For this zone

Custom

Cuskom setkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default lewvel,

Enable Protected Made (requires restarking Inkernet Explarer)

[ Cuskam level. .. H Default lewvel ]

[ Reset all zanes to defaulk level ]

[ 4 ] [ Zancel Apply
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4. Click [Enable] for [Scripting of Java applets] under [Scripting]. Click [OK].

P =

Security Settings - Internet Zone @

Settings

= Allaws stabus bar updates via script -
@ Disable
() Enable
= Allaws websites ta prampt: Far information using scripted wind:d
@ Disable
() Enable
= | Enable %35 filker
(7 Disable
i@ Enable
=0 Scripting of Java applets
(7 Disable
i@ Enable
() Prampt
52, User Authentication [H
52, Logan

T Amemuranne laaan

4 | 1l | F

*Takes effect after vou restart your computer

Reset custom settings

Resetto: [ wedium-high (default) v| [ Reser.. |
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5. Click [OK].

P

Internet Options

iGeneral | Security |Privac':.f I Conkenk | Connections | Frograms | .ﬁ.d'-.fann:ed|

Select a zone bo view or change security settings.

@ & v O

Inkernet Local inkranet  Trusked sikes  Restricked
sikes

Internet

Sik
O This zone is for Inkernet websites, L

except those listed in trusted and
restricted zones,

Security level For this zone

Custom

Cuskom setkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default lewvel,

[¥] Enable Protected Maode (requires restarting Internet Explarer)

[ Cuskam level. .. H Default lewvel ]

[ Reset all zanes to defaulk level ]

| (8] 4 | [ Zancel Apply

=

Restart browser to make changes effective.
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Install Latest JRE
1. Verify that latest JRE has been installed.

a. Open browser and go to http://www.java.com/en/download/installed.jsp. Click
[Verify Java version].

[E=1 EEE )

|é| hittp Ao java.comsenSdownload/finstalled,sp P~ 0‘ {rb f‘,? {}

| || Verify Java Wersion | |
B~ B v = d® v Pagev Safety~ Toolsv d@- [0 O O

Download  Help

Helo Hespmces Verify Java Version

» What is Java?

» Remove Older Versions Check to ensure that you have the recommended version of Java installed for your operating system.

» Disable Java Afer clicking the button below, a security prompt may appear. Click Run 1o allow the verification process io

» Error Messages continue. o

» Troubleshoot Java E

» Other Help )
i

Mac 05 X Chrome

Why can't | use Chrome

i Vi 2 : ’
iV o st G If you recently completed your Java software installation, you may need to restart your browser

(close all browser windows and re-open) before verifying your Java version.
All Java Downloads

If you want to download
Java for another computer
or Operating System, click
the link below.

All Java Downloads

Select Language | About Java | Support | Developers QORACLE
Privacy | Terms of Use | Trademarks | Disclaimer

b. Click [Run] if the following dialog is prompted.
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Do you want to run this application?

Name: Java Detection

fifa

p Publisher: Cracle America, Inc.

Location: https://java.com

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.,

[ Do not show this again for apps from the publisher and location above

g Mare Information £ Run [ Cancel

% ¥,
c. Following page would be shown if latest JRE has been installed,.

L= o=

P - ¢ [Nas sl

=) || http:ffnnnan java.comsen/downlozdfinstalled.jsp
|| Werify Java Wersian | |

B - B -0 @ - boe- Sey- Toos @ M 1

Download  Help

L AL Verified Java Version
» What is Java?

» Remove Older Versions o Congratulationsl
» Dizable Java

You have the recommended Java installed (Version 7 Update 51).
» Emor Messages

» Troubleshoot Java
» Other Hel I Windows Users: Improve the security of your computer by checking for old versions of
L# Java and removing them using the Java Uninstall Tool.

Mac O5 X Chrome

Why can't | use Chrome
with Java 7 on my Mac?

All Java Downloads

If you want o download
Java for another computer
or Operating System, click
the link below

All Java Downloads

Select Language | About Java | Support | Developers ORACLE
Privacy | Temms of Use | Trademarks | Disclai

o
[=]
o

=]

=
a
CU
w

2. If verification is not successful, download latest JRE from
http://java.com/en/download/index.jsp and install it as instructed.

3. After installation, perform step #1 again for verification (browser restart is required).
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Enable Java through Java Control Panel
Reference: http.//java.com/en/download/help/enable panel.xml

1.

Open Java Control Panel by selecting [Java] from Control Panel.

==

[ H }9|@ ¥ Control Panel » All Control Panel Items »

Adjust your computer's settings

P’ Action Center

@ Backup and Restore

% Date and Time

24 Device Manager

@ Ease of Access Center

| Fonts

&Indexing Options

|§|Java

s';! Mail (Microsoft Qutlook 2013) (32-bit)
B Notification Area Icons

Bl Performance Information and Tools
3 Power Options

ﬁ‘l' Recovery

% Sound

1B System

5.3_, User Accounts

8 Windows Defender

B Windows Undate

Administrati\reTools

t,!J Celor Management

@ Default Programs

@ Devices and Printers

Flash Player (32-bit)

i Getting Started

@ Intel® Rapid Storage Technology
&2 Keyboard

JF Mouse

B nvIDIA Control Panel

ﬂj Personalization

Programs and Features

‘9 Region and Language

@ Speech Recognition
Lj.Taskbar and Start Menu
{‘;. Windows Anytime Upgrade
0Windnw5 Firewall

- | 3 | | Learch Controf Panef 2 |

Wiew byt Small icons ~

»

@Autnpla}r

Credential Manager

&5 Desktop Gadgets

B Display

Folder Options

# HomeGroup

Internet Options

Location and Other Sensors

o

s& Network and Sharing Center

m

& Parental Contrals

=] Phone and Modem

& Realtek HD Audio Manager

5 RemoteApp and Desktop Connections
@ Sync Center

ETroubleshnuting

@ Windows CardSpace

& windows Live Language Setting |5
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2. Switch to [Security] tab. Make sure [Enable Java content in the browser] is checked. Click
[OK].

’él lawa Control Panel EEI@
| General | Lpdate I Javal Security .ﬁ.dvanced|

Enable Java content in the browser

Security Lewvel

i Wery High
(-

[ High {rinirnurn recormmended)

Medium

lava applications identified by a certificate Fram a trusted authority will be allowed ko run,

Exceplion Site List

Applications launched from the sites listed below will be allowed to run after the appropriate
security prompks.

Click Edit Site Lisk. ..
ko add items ko this list,

[ Edit Site List... ]

REestore Security Prompks ] I Manage Certificates, ., ]

[ (] 4 ] [ Cancel apply

3. Restart browser to make changes effective.
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Configure Exception Site List through Java Control Panel
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Reference: https://java.com/en/download/faqg/exception sitelist.xml

1.

Open Java Control Panel by selecting [Java] from Control Panel.

Adjust your computer's settings

P’ Action Center

@ Backup and Restore

% Date and Time

24 Device Manager

@ Ease of Access Center

| Fonts

&Indexing Options

|§|Java

Q Mail (Microsoft Qutlook 2013) (32-bit)
B Notification Area Icons

Bl Performance Information and Tools
@' Power Options

ﬁ‘l' Recovery

% Sound

1B System

5.5 User Accounts

8 Windows Defender

B Windows Undate

B8 » Contral Panel » All Control Panel ferms »

Administrati\reTools
t;!_i Celor Management
@ Default Programs
@ Devices and Printers
Flash Player (32-bit)
i Getting Started

- | 3 | | Search Control Pansl

Wiew byt Small icons ~

@Autnpla}r
Credential Manager
&5 Desktop Gadgets
& Display

Folder Options

# HomeGroup

@ Intel® Rapid Storage Technology Internet Options
&2 Keyboard Location and Other Sensors

JFF Mouse

B nvIDIA Control Panel

.!l Personalization

Programs and Features

‘9 Region and Language

@ Speech Recognition
Lj.Taskbar and Start Menu
‘;‘;. Windows Anytime Upgrade
0Windnw5 Firewall

L

s& Network and Sharing Center

& Parental Contrals

=] Phone and Modem

& Realtek HD Audio Manager

5 RemoteApp and Desktop Connections
@ Sync Center

ETroubleshnuting

@ Windows CardSpace

& windows Live Language Setting

»

m
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2. Switch to [Security] tab. Click [Edit Site List...].

’|é| lava Contral Panel EIE!@
| General | Iipdate I Javal Security | Advanced

Enable Java content in the browser

Security Level

il Wery High
-

[~ High {minirunm recommended)

Medium

Java applications identified by a certificate From a trusted authority will be allowed ko run,

Exception Site Lisk

Applications launched from the sites lisked below will be allowed to run after the appropriate
security prompts.,

Click Edit Site Lisk...
ko add ikems ko this list, |

Edit 3ite List. .. :

Restore Security Prompks ] I Manage Certificates. .. ]

[ (0] 4 ] [ Zancel Apply
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3. Click [Add].

s )

| £ Exception Site List @

Applications launched From the sites lisked below will be allowed to run after the appropriate security
prompts.

Click Add to add an item to this list.

Remove

Ul FILE and HTTP protocals are considered a security risk,
We recommend using HTTPS sites where available,

4. Enter [hitps://fem.hkbea-cyberbanking.com] in [Location]. Click [OK].
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s 1

| £ Exception Site List @
Applications launched From the sites lisked below will be allowed to run after the appropriate security
prompts.

Lacation
-ttps:,I',I'Fem.hkbea-cyherhanldng.mm |

Ul FILE and HTTP protocals are considered a security risk,
We recommend using HTTPS sites where available,
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5. Click [OK].

| General | Lpdate I Javal Security .ﬁ.dvanced|

’Iél lava Contral Panel EE.

Enable Java content in the browser

Security Level

il Wery High
|-

[~ High {minimum recommended)

Medium

Java applications identified by a certificate From a trusted authority will be allowed ko run,

Exception Site Lisk

Applications launched from the sites lisked below will be allowed to run after the appropriate
security prompts.,

hktps: f iFerm. hkbea-cvberbanking. com -

A [ Edit Site List. ..

Restore Security Prompks ] I Manage Certificates. ..

oK [ Cancel apply

6. Restart browser to make changes effective.
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Running Applet Loaded from FX Margin Trading Page
1. Click [Run] if the following dialog is prompted.

.".- 5 LY

Do you want to run this application?

Name: BEA FX Margin Trading

Publisher: The Bank of East Asia, Limited

l{l A

Location: https://fem.hkbea-cyberbanking. com

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[ | Do not show this again for apps from the publisher and location above

g More Information i Run | I Cancel

5.3 Transport Layer Security (“TLS”) Related

To improve Internet security, internet margin trading platform has been enhanced and
recommend you to apply the newer TLS setting in your browser. The steps in IE are listed below.

1. Open IE, then select Tools > Internet Options... > Advanced > Scroll down to Security
section
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2. Tick “Use TLS 1.1” and “Use TLS 1.2, press “OK” button to apply the change.
N

Internet Opticns _ A S - ?

Settings —

| General | Security I Privacy I Content | Connections | Programs | Advanced l

Enable DOM Storage

Enable Integrated Windows Authentication™

Enable memary protection to help mitigate online attacks™®
Enable native XMLHTTP support

[T Enable SmartScreen Filter

[] use ssL 2.0

Use S50 3.0

[] useTLs 1.0

Use TLS 1.1

Warn about certificate address mismatch™

[T warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

1 | 1] | 3

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition. —

=

-

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

You should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator,

[ ok || cancel || aoply

)

e

—

Different browser version may have different settings. TLS 1.1 and TLS 1.2 should be set
as default for IE 11 under Windows 7, 8.1, Server 2008 R2 or 2012 R2, while default as
disabled for IE 8 — IE 10, or IE 11 under Windows 7. Earlier versions of IE or Windows
are not supported.

To conclude, please enable TLS 1.1 and 1.2 in IE when applicable. If such option is not
found, please upgrade your IE to the latest version. If upgrade cannot be done, please
switch to use another workstation which support TLS 1.2 or 1.2.

Tablet Device Access Related Questions
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Q5.4.1 Which tablet devices should | use to access the internet margin trading platform?

The tablet device that would best access internet margin trading platform is iPad with iOS 7 or
above.

To ensure the best viewing experience, it is recommended to access internet margin in landscape
view instead of portrait.

Q5.4.2 Can | access to internet margin trading platform with PC and tablet device at the
same time?

There is only 1 session of internet margin trading platform at a time. If you are using internet
margin trading platform and open another session by different browser or device, the existing
session will be logged out automatically.

Q5.4.3 How to turn off pop-up blocking function in iPad?

Choose Setting > Safari, then turn off “Block Pop-ups” as shown:
Mo S = WAL S L)

Settings Safari

Preload Top Hit 'ﬁ;

Abpif Saarch A Prevacy

D Mail, Contacts, Calendars

MNates
Reminders —
Passwords & AutoFill
b Messages
Favorites
FaceTime .
s Open Mew Tabs in Backgrownd {K(’-
=] Maps

Show Favorites Bar

Wusic Block Pop-ups

23 3 Videas e e

# Photos & Camera Do Mot Track

u iBooks Block Gookies

ﬂ Padcasts Fraudulent Website Warning @_}

Ayl Sl § Prasacy

', Game Center

Clear History and Wabsite Data

£ Twitter
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Q5.4.4 Why am | forced to logged out Internet margin trading platform when | am moving
around and using wifi?

It may due to a change of IP address detected by system, which for security reason we would ask
you to login again.

5.5 Mobile Phone Related Questions

Q5.5.1 Is there any system requirement to access the mobile margin trading platform?
The system requirement for accessing mobile margin trading platform is the same as Mobile
Banking, which is as follows for the moment:

e iPhone with iOS 8.x to 9.x

e Android phones with version 4.3 to 5.x
The system requirement may change from time to time. Please refer to Q4 of FAQ specific to
Mobile Banking, which is under Q1 of “Mobile Banking” in BEA App FAQ, or the link below:

http://www.hkbea.com/pdf/en/cyberbanking/new _mbk e1 faq.pdf

Q5.5.2 Will | be able to use mobile margin trading platform on iPad, or using internet
margin trading platform on iPhone?

As internet margin trading platform and mobile margin trading platform have different layout
designs, mobile phones can only access to mobile margin trading platform while tablets and PC
can only access to Internet margin trading platform.



