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BEA Digital Certificate Download Demonstration
Follow these steps to download BEA digital certificate to your Acrobat Reader:
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@ After verifying that this
document is signed by The
Bank of East Asia, click
“Show Certificate” under
“‘Summary”. A “Certificate

Viewer” window will appear.

@ Select “Trust” in the menu
and press “Add to Trusted
Identities”. An “Acrobat
Security” pop-up window
will be displayed.

Signature Properties

’ZI'J Signature validity is UNKINOWN,
G

Surnmary |D0cument Sigrier || DatefTime | Legal

®

Signed by [3EA DIGITAL CERTIFICATE FOR E-STATEMENT 5.3 <beasuppor I Show Certificate. ..

Reason: |Ni|

Date: [ 71070t Slal oI

Walidity Surmrmary

Signature was created using Adobe Acrobat,

Location: |Ni|

L@ The Document has not been modified since this signature was applied.

Ej The signer's identity is unknown because it has not been included in your lisk of trusted
identities and none of its parent certificates are trusted identities,

1, Signature dateftime are from the clock on the signer's computer,

‘alidate Signature] [ Close
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Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The

details correspond to the selected entry.

[ show all certification paths found

BEA DIGITAL CERTIFICATE Summary | Details

®

Revocatio olicies | Legal Matice

Trusk Settings

This certificate is not trusted,

Sign documents or data

Certify documents

certified document:
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3 Execute dynamic content that is embedded in a

3 Execute high privilege JavaScripts that are embedded
in a certified document

3 Perform privileged system aperations (networking,

printing, file access, etc.)

Add ko Trusted Identities. ..
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@ Click “OK” to confirm that
you have verified the

Acrobat Security fg|

If wou change the trust settings, wou will need to revalidate ary signatures ko
! see the change.

identity of the certificate. An

Trusting certificates directly from a document is usually urwise, Are you sure

“Import Contact Settings” you want to do this?
pop-up window will be

diSpIayed. @ [ ok |[ Cancel

@ NOW proceed to import the Import Contact Settings
certificate into your Acrobat Certficate Detals

X

Subject:  BEA DIGITAL CERTIFICATE FOR E-STATEMENT ..+ <beasupport02@hkbea.com>

Reader by selecting “Use

Issuer:  WSA Class 2 Managed PEI Individual Subscriber CA - G2

this certificate as a trusted Usage:  Sign transaction, Encrypt keys

Expiration: ©7, - furiele ot

root” and clicking “OK” to

download the d Ig Ital A certificate used to sign a document must be a trusted root or be issued by a trusted root in
. order for signature validation to succeed, Revocation checking is not performed on or above a
Cer“flcate trusted root.

I Use this certificate as a trusted root I

I signature validation succeeds, trust this certificate Far:

[ certified documents

5 | o
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Status” pop-up window will @

Signature is VALID, signed by BEA DIGITAL CERTIFICATE FOR E-STATEMEMT 21 %
<beasupport02@hkbea.com:,

- The Document has not been maodified since this signature was applied.

- The signer's identity is valid.

be displayed. Select
“Signature Properties” in

the pop-up window.

| Legal Motice. ., | [ Signature Properties, .. ] [ Close

@ The message “Signature iS Signature Properties
VALID, signed by BEA @
Digital Certificate for

X

Signature is YALID, signed by BEA DIGITAL CERTIFICATE FOR E-STATEMENT 0.0
<beasupportdz@hkbea. com:,

Surnmary |D0cument Sigrier || DatefTime | Legal

e-Statement” will appear at

Signed by |BEF\ DIGITAL CERTIFICATE FOR E-STATEMENT . ..~ <beasuppot Show Certificate. ..

the top of the “Signature

Reason: |Ni|

Properties” window.

Date: [euiali, 13 uielid o000 Location:  [uil

Walidity Summary

% The Document has not been modified since this signature was applied.
% The signer's identity is walid.

‘1, Signature date/time are from the clack on the signer's computer,

Signature was created using Adobe Acrobat,

‘alidate Signature] [ Close
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