@ BEA®RIIER1T i-Token Service User Guide

Registration

Corporate Cyberbanking (“CCB”)

i-Token Service User Guide — Registration

Benefits to You

Manage your company's account on-the-go

We understand your needs to stay on top of your company's finances anytime,
anywhere. You can simply log on to the BEA Corporate Mobile App to sign the
transaction.

Raise your daily transaction limit to fit your business needs

We understand your business needs to raise the transaction limit while ensuring a
greater security when you are conducting transactions via Corporate Cyberbanking.

Getting Ready for the Service

=

Download "BEA Corporate Mobile Complete the i-Token Registration
App" from Appstore / Play store Forms at any of our branches
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Registration

I-Token Registration Flow 4 <

Step
01 SYSADM 1

& BEARTRIT Corporate Cyberbanking
Hello! You are login as SYSADM1 administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful) =i - ]

Home
User ID User Name Status FAP DAP Signer Mobile Banking
User Maintenance »

Normal DEFFAP1 DEFDAP1 A01

Service Maintenance e-Statement / e-Advice

DEFFAP1 DEFDAP1

FPS Merchant Services »  Statement/Advice Options DEFDAPY
Administration Mohile Banking / i-Token

& Quick Links CyberAle.*

Create New User

Statement/Advice

Cyberalert

@ Help

System Administrator ensure User Maintenance
the |_To ken Serv|ce under Service Maintenance e-Statement / e-Advice ‘
“Mobile Bankin g/ i-Token” in .1 FPSMerchantServices »  Statement/Advice Options
“Serv'ce Malntenance” |S Administration »  Mobile Banking / i-Token
enabled for the company. | & Quick Links

Create New User

CyberAlert

FPS Addressing Service,

L oment/Advice

@ BEARDRIT Corporate Cyberbanking
Hello! You are login as SYSADM1 administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful) =i BN BRI |

Home Service Maintenance > Mobile Banking / i-Token

User Maintenance

Service Maintenance T e Service Status: Normal

FPS Merchant Services I/We have read the Terms and Conditions (please click here for details) and agree to be bound by them.

Administration Register Terminate

OFED i-Token Service Status: Normal

I/We have read the Terms and Conditions (please click here for details) and agree to be bound by them.

Terminate

The following UM are eligible to register

Mobile Banking Service

er Name Phone Number

1/We have read the Terms and Con
91¥#k05

ggirHigg

Register

64420

i-Token

51%+++97
I/We have read the Terms and Conditions (|

sers are eligible to register for M

Mobile Banking

O Available M

The i-Token checkbox will be checked by
default if the service is enabled.
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Step
02 | SYSADM 1

System Administrator assign
i-Token service to the
designated Signer in “User List”
under “User Maintenance”.

i-Token Service User Guide
Registration

Q BEA R RIT Corporate Cyberbanking
Hello! You are login as SYSADM1 administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful) [0 i B -2 ]

Home
Status FAP DAP Signer Mobile Banking

User Maintenance User List

Normal DEFFAP1 DEFDAP1 A01

Service Maintenance  »  Create New User
DEFDAP1

Normal

FPS Merchant Services »  Fun*ion Access Profile (FAP)

Administration »  Data Acce.s Profile (DAP)

& Quick Links
Create New User
Statement/Advice

CyberAlert . .
User Maintenance User List

@ Help
Service Maintenance Create New User 2.2
FPS Merchant Services »  Function Access Profile (FAP)
Administration Data Access Profile (DAP)

“““““ & Quick Links e-certificate for e-Cheque Sery

Create New User
Statement/Advice

\vberAlert

& BEARDRIT Corporate Cyberbanking
Hello! You are login as SYSADM1 Administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful) =i - -]

Home User Maintenance > User List

User Maintenance
User ID User Name Status. FAP DAP Signer Mobile Banking
Service Maintenance

a0t Normal DEFFAP1 DEFDAP1 A0
FPS Merchant Services

Normal DEFFAPL DEFDAP1

vemd g5 SYSADM1 admy

8 Help Norry

Administration

User Maintenance > User List

z|lz/z2 |z /< <|< <|=<

User Name

a0t

»
A02

About Corporate Cyberb)

Service Overview

BO1

Service Hours
Rank Charees

Select User ID.

B02

co1

o2

lif
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CheCk If the MOblle Banklng @ BEA BRI Corporate Cyberbanking
Service iS “Available”_ Hello! You are login as SYSADM1 administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful) el ol

Home Home

User Maintenance

. . User ID A2
Service Maintenance
User Name A02
FPS Merchant Services
Status Normal
P S Type Signer SigneriD  A02
& Quick Links FAP Default Manager Full Func
AP Full Control
Create New User
Sign-and-send Enable
Statement/Advice
Mobile Phone No. Country/Region Code 852 Phone Number 99****99
CyberAlert
This mobile phone number will be used for receiving a one-time password (*OTP*) for two-factor authentication to
Help perform designated transactions
SMS Language English
BEA Identity Message BEA
Email Address @hkbea.com
Internet Login Enable
Mobile Banking Available
Mobile Login Enable
Authentication Method One-time Password
Security Mode Hide payroll transaction details

Hide MPF transaction details
Created By SYSADM1 on 26 MAR 2018 11:28:15 HKT

Modified By SYSADM1 on 27JUL 2023 14:34:08 HKT

Back

Tab “Edit”.

Delete | | Undo ' ' ResetPIN

& BEARTRIT banking

® English O%

Hello! You are login as SYSADM1 administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful)

Home Home

AEA Identity

A
Message* i

User Maintenance

Edit User
Service Maintenance Email Address @hkbea.com
User ID A02
FPS Merchant Services
o User Name |02 Internet Login ® Enable O Disable
Administration
Status Normal ) .
. Mobile Banking Available v
& Quick Links Type ONormal @ signerr
Create New User FAP [ Default Manager Full Fu Mobile Login @ Enable O Disable
Statement/Advice DAP Full Control

Authentication
Method

CyberAlert One-time Password v

Sign-and-Send# @ Enable O pisable €3

Help Mobile Phone No.* - Country/Region Code 852 v | Phone Nul

urity Mode** U Hide payroll tran,
This mobile phone number will be used for re}
for two-factor authentication to perform desig

U Hide MB5
SMS Language*™ ® english O chinese

BEA Identity

Message* [E2)

Email Address @hkbea.com
Internet Login @ enable O Disable
Mobile Banking ~ [Available v
Mobile Login @knable O pisable

Authentication
i) | One-time Password v |

Security Mode** O Hide payroll transaction details

O Hide MPF transaction details

Cancel

2.5 Check if the Mobile Banking service is
“‘Available”. If not, please click here for
setup.

2.6 Select “i-Token” as the Authentication
method and make i-Token Service
“Available”.
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Q BEARZRIT Corporate Cyberbanking
Hello! You are login as SYSADM1 administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful) el X oxH

Home Home

User Maintenance

Service Maintenance Q User Modified Successfully 27)UL.2023 15:12:53 HKT]

FPS Merchant Services Please ask another administrator to approve.
Administration
OK
& Quick Links. User ID 202
Create New User User Name A02
Statement/Advice Status Pending Edit
CyberAlert Type Signer Signer D A02
Help FAP Default Manager Full Func
DAP Full Control
Sign-and-Send Enable
Mobile Phone No. Country/Region Code 852 Phone Number
SMS Language English
BEA Identity Message BEA

User Modified Successfully.

§ BEA R RIT Corporate Cyberbanking

Hello! You are login as SYSADM1 administrator Last Login: 27 JUL 2023 14:32:35 HKT (Successful) (=i - ]

Home User Maintenance > User List

User Maintenance

. User ID User Name Status. FAP DAP Signer Mobile Banking
Service Maintenance ~ »
AL a01 Normal DEFFAP1 DEFDAP1 A01 Y
FPS Merchant Services »
A02 A02 Pending Edit DEFFAP1 DEFDAP1 A02 Y
Administration 3
BO1 BO1 Normal DEFFAP1 DEFDAP1 BO1 Y

D GER 02 802 Normal DEFDAP1
cot co1 Normal

co2 c02 Normal

UE lif Normal AP

Status

TEST TEST Normal

1esT2 chantcy Normal Normal DEFFAP1
Pending Edit £APT
Normal

About Corporate Cyberbanking

Normal

Service Overview Disclaimer
Service Hours Privacy Statement co1 el DEFFAP1
Bank Charges Security Tips

Online Security

Terms and.Canditions.

Normal DEFFAP1

Normal Liv

Normal DEFFAP1

Normal DEFFAD,

The Status of the user will become “Pending
Edit” and is pending the approval from another
System Administrator.
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Step
03 SYSADM 2

System Administrator approve
the i-Token setting.

i-Token Service User Guide
Registration

& BEARDRIT Corporate Cyberbanking
Hello! You are login as SYSADM2 administrator Last Login: 27 JUL 2023 14:47:01 HKT (Successful) el sxH

Home

User ID User Name Status FAP DAP Signer Mobile Banking
User Maintenance »

401 a01 Normal DEFFAP1 DEFDAP1 A0t Y

Service Maintenance >

A02 A02 Pending Edit DEFFAP1 DEFDAP1 A02 Y

FPS Merchant Services »

Normal DEFFAP1 DEFDAP1 B01 Y
Administration Company’s Email Address Normal DEFFAP1 DEFDAP1 B02 Y
AT S GaEs Normal DEFFAP1 DEFDAP1 Y

& Quick Links

Limit Settings Normal DEFFAP1 DEFDAP1
Create New User

Normal L

e Authorisation Matrix

Normal
CyberAlert S Normal -dintenance
@ Help Approval

ervice Maintenance

About Corporate Cyberbanking
Service Overview

Service Hours Administration Company's Email Address
Bank Charges
Online Security

Terms and Conditions ® Quick Links Available Services

Limit Settings
Create New User

Statement/Advice A isation Matrix

CyberAlert System Audit

Help Approval

About Corpg

Q BEARERIT Corporate Cyberbanking
Hello! You are login as SYSADM2 administrator Last Login: 27 JUL 2023 14:47:01 HKT (Successful) el xnH

Home Administration > Approval

User Maintenance

Service Maintenance User Maintenance

FPS Merchant Services = User Name Status Input By on

P O A2 A02 Pending Edit SYSADM1 27JUL 2023 15:12:53 HKT

ahep Rejec
3.3

About Corporate Cyberbanking Contact Us

Service Overview Disclaimer Corporate Cyberbanking Hotline:
Service Hours Privacy Statement (852)2211 1321

Bank Charges Security Tips Email Us

Tab “Approve”.
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@ BEARTRIT Corporate Cyberbanking
Hello! You are login as SYSADM2 Administrator Last Login: 27 JUL 2023 14:47:01 HKT (Successful) el s RH

Home Administration > Approval

User Maintenance

. User ID A02

Service Maintenance

User Name A02

FPS Merchant Services

Status Pending Edit

Administration

Type Signer Signer D A02
Help FAP Default Manager Full Func

DAP Full Control

Sign-and-Send Enable

Mobile Phone No. Country/Region Code 852 Phone Number

This mobile phone number will be used for receiving a one-time password ("OTP") for two-factor authentication to
perform designated transactions.

SMS Language English
BEA Identity Message BEA

Email Address @hkbea.com

Internet Login Enable

Mobile Banking Available

Mobile Login Enable

Authentication Method ~ i-Token

i-Token Service Available

Security Mode Hide payroll transaction details

Hide MPF transaction details
Created By SYSADM1 on 26 MAR 2018 11:28:15 HKT

Modified By SYSADM1 on 27JUL 2023 15:12:53 HKT

Tab “Confirm”. 3.5

& BEARDBRIT Corporate Cyberbanking
Hello! You are login as SYSADM2 Administrator Last Login: 27 UL 2023 14:47:01 HKT (Successful) [0 BN SRS ]

Home Administration > Approval
User Maintenance

Service Maintenance 9 Approved Successfully 27)UL 2023 15:20:26 HKT

FPS Merchant Services

Administration oK
@ Help User D A02
User Name A02
Status Normal
Type signer Signerid  A02
& BEARDRIT Corporate Cyberbanking
Hello! You are login as SYSADM2 administrator Last Login: 27 JUL 2023 14:47:01 HKT (Successful) el X exH
Home Service Maintenance > Mobile Banking / -Token
User Maintenance
) Mobile Banking Service Service Status: Normal
Service Maintenance
P Merchant Services. I/We have read the Terms and Conditions (please click here for details) and agree to be bound by them.
Administration Register Terminate
OGED iToken Service Status: Normal
I/We have read the Terms and Conditions (please click here for etails) and agree to be bound by them.
Terminate
The following users are eligible to register for Mobile Bank Service and i-Token.
Setup Mobile Banking Mobile Login User ID User Name Phone Number
-]
=] [Avaliable ] ® nable O Disable  A01 a01 91+r405
O [Avallable ] ® nable O Disable  A02 A02 9grrrg
0 [Available v @ Enable O Disable BO1 801 64¥x+4%20
=] [Available v ® Enable O Disable B02 802 62++H%40
(u) Not Available v O Enable @ Disable chantcy S1#xkxg7
Setup i-Token i-Token Registration User Name Phone Number
(=] (Available v Enable AO1 a01 9TRHNRO5

The User will appear in the i-Token section
under “Mobile Banking/i-Token” but the i-Token
Registration is “Disabled”, pending confirmation
from the Signer on the BEA Corporate Mobile

App.
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S(;Zp Designated Signer

Signer

Signer can then sign on to their
CCB to confirm the use of
i-Token Service.

i-Token Service User Guide
Registration

& BEART®IT Corporate Cyberbanking
BB Lo EN

Hello! You are login as AO2 signer Last Login: 27 UL 2023 14:35:34 HKT (Successful)

Home .
Confirm Personal Information

Cash Management Your personal contact information has been changed by your account system administrator.

N — @®  Confirm personal information changes now

. *
Please enter your signer PIN" to confirm personal information changes,

Trade Services modified information are shown in blue,
PE User Type Signer
Mobile Phone Number (852)99%**+99
Payroll & Autopay Email address @hkbea.com
BEA Identity Message BEA
SRS Authentication Method iToken
\nvestments i-Token Service Available
Signer PIN

8 Approval Centre m mﬂ ﬂ mnm n n n
(Als[oIFlcIHY IKILIMo]s5 4]
No record found. E m m a u B
View Approval Lists n

8 Calendar

O Confirm personal information changes in next login

& Quick Links Clear

Exchange Rates

A “Confirm Personal Information” page will be
prompted once the user logon to their CCB.
Enter Signer PIN to confirm.

§ BEA R RIT Corporate Cyberbanking

enx sz (D

Hello! You are login as AO2 signer Last Login: 27 JUL 2023 14:35:34 HKT (Successful)

— Confirm Personal Information

Cash Manageme: 9 Transaction Completed 27JUL 2023 15:25:15 HKT
FPS Merchant Services Your new personal information are confirmed and will be effective immediately.

If you have changed your mobile phone related information, a SMS will be sent to you shortly to test whether you are able to successfully
receive such messages properly.

Availability of receiving SMS is subjected to the service availability and support of the operator (including local and overseas operator).

Trade Services

MPF

Payroll & Autopay oK

Banking Services

Mobile Banking Service Setup procedures

Investments 1.0pen the SMS and input Corporate Cyberbanking account number, user ID and logon PIN to logon Mobil
2.Setup Mobile Banking Account Name to enquire account information via your mobile phone.

3.5etup Mobile Banking Template to perform Fund Transfer via your mobile phone.

B Approval Centre 4.7To setup the details now, please click the button ‘Setup Now* or 'OK' to setup later.

No record found.

View Approval Lists

Tab “Setup Now”.
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S&;p Designated Signer

PV

Signer

Signer logon from the BEA
Corporate Mobile App to accept
i-Token Terms and Conditions
and enable the service.

V1.0

i-Token Service User Guide
Registration

Logout

Logiin

Logon from the BEA Tap “i-Token”.
Corporate Mobile App.

Main Menu

Terms and Conditions for i-Token

provided by The Bank of East
“Bank'] to the Customer on

Accept i-Token Terms You will receive a One-
and Conditions. Time Password (OTP)
via SMS.

Main Menu
Main Menu

Enter Signer PIN and You can use i-Token
the OTP to enable the Service now.
service.
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