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BEA Corporate Online

Administrative Transaction:
User Creation and Maintenance

This document is produced by The Bank of East Asia, Limited (“BEA”). It is intended to
serve as a general guideline for use of our BEA Corporate Online services. While every
effort has been made to ensure accuracy, BEA makes no representation or warranty,
express, implied, or statutory, with respect to, and assumes no responsibility for, the
accuracy, completeness, sufficiency, or usefulness of the information contained herein.
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1. User management — User Profile Overview 4 4

How to get there

a. Menu> Getting Started > User Settings > User Management; or
b. Main Dashboard> Quick Search> Type “User Management”; or

c. Main Dashboard > Quick Links > User Management

The Authorised Person(s) (“AP”) or System Administrator (“SYSADM?”) can create and
manage user profiles, including update contact information, revoke online banking
access, as well as suspend or reactivate user status on BEA Corporate Online (“BCO”).

However, APs cannot create or manage their own or other AP profiles and revoke
online banking access, excepting suspend other AP’s user status on BCO. If you wish
to create or manage an AP profile, please download the “Change of Related Information
under BEA Corporate Online” form and submit to your relationship manager or any of
our Business Centres.

For change of registered Account Mobile Phone Number of Authorised Person for
online authentication related to BEA Corporate Online, please submit the GF463
“Notification For Change of Customer Information and/or Address for Corporate
Customers”.

Suspend, Reactivate and Revoke a User

e — CORPORATE ONLINE ™ Welcome, . . ... .
= & BEART®G | Swin searoh here Qa 20O

Last Login: 24 Jul 2023 15:49:00 HKT

User Management

Username

More Search Options

Search Results

Full Name Username Signer/Authorised Person User Status Online Banking Access

Authorised Person Normal Granted
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Field Name Description

Signer/Authorised * Authorised Persons have signing rights for administrative
Person and non-administrative transactions.

« Signers have signing rights for non-administrative
transactions only.

* Users and SYSADM do not have any signing rights.

User Status » Suspended — Users cannot access the BEA Corporate
Online temporarily.

* Normal — Users can access the BEA Corporate Online as
per normal.

Click on the “” icon to change the user’s status.

Online Banking Access | Granted — Only users with access granted will be
displayed.

Click on the ““ ” icon to revoke Online Banking Access to
users permanently. Once revoked, the user will be removed
from the user list. This function is disabled for Authorised
Persons.
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2. User management — Edit User Profile 4 4

Step

01  User Profile — Details
_—

1. Click User Management

under Quick Links

. = & BEAmDG | S = 0 Reri
2. Click the Username to

view the user profile Pending Approvals (0

I t H I Administrative Maintenance [ -] 0]
e a'l S Date Transaction Name Company Name Initiated B Reference N Status
1
Quick Links
as — - i
User Management User Accounts and o-Statement & e-Advic Daily Transaction Limit Manage Beneficiaries
Services Acce: sex Registration Maintenance
Over

= B BEAmDRG | SmEe searcn ner Q BO e

User Management

Username

More Search Options '

L
[ e
Search Results
me  Usemame Oniine
cccccc
656 E Granted
656 ed Pers: Gramted
1 1
Cancel
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Step : .
User Profile — View

L Detalls

1. The Contact Information
will be masked before
clicking “Edit” and passing
the OTP Verification.
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User Management

Full Name:
A

Contact Information

Email Address
mak**@hkbe:
Mobile Number
+B52-87°91

User Authorities and User Roles

User Authority

User Roles

Login PIN Information

Login PIN

Signer PIN Information

Signer PIN

o

Field Name Description

o

o

User Authority e Users in a User Authority will be assigned certain rights to approve
or initiate transactions.

e A user can be assigned with multiple user authorities.

e The user authorities include:

AP (User Roles selected Authorised Person)
SYSADM (User Roles selected System Administrator)

AP & SYSADM (User Roles selected Authorised Person or
System Administrator)

All Signers (User Roles selected Approver)
Signer A
Signer B
Signer C

Initiator (Default for all users)

Back to Top Administrative Transaction: User Creation and Maintenance 6 / 33 (04/2025)



CORPORATE ONLINE

@ BEA BRI 817 R FSRTT

-
User Roles e Users with one or multiple user roles can access certain functions”.
The actual functions applicable to the users are further defined in
the “User Accounts and Services Access” section.

e The user roles are:
o Authorised Person

o System Administrator

o Approver
o Maker
Login PIN “Y” shows that the user has a “Login PIN”. All users should be “Y”.
Signer PIN “Y” shows that the user has a “Signer PIN”. Only users with signing rights
should be “Y”.

N Functions available to each user role are as follows:

User Role Transactions

Authorised Person All Administrative Transactions

System Administrator | *Administrative High Risk Transactions
e User Management
e User Accounts and Services Access
e Open API Service
e Manage Beneficiaries
e E-Statement and e-Advice Settings
e Increase Daily Transaction Limit
*Administrative Low Risk Transactions
e View Company Profile
e View Company Accounts and Services Access
e Decrease Daily Transaction Limit
e Alert Subscription

e FPS Addressing Service

Approver All Non-Administrative Transactions
Maker e Fund Transfer
e Cheque

e E-statement/E-advice Services

e Time Deposit
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Step

03 @ OTP Verification

1. Click on “Edit” on the user OTF
1 1 Please enter the one-time password (OTP) sent to your mobile number.
profile details pagg. (How please enier i P Y
to get to User Profile | p
Detai IS?) Resend OTP
2. An OTP will be sent to A
your registered mobile
number. Input the
Verification Code under 2
the OTP section.

3. Click on “Submit” to
continue.

Step

04 Edit

= & REA comonurconue S (N Weicome,

User Management

1. Edit the user details.*
2. Click on “Save” to
continue.

Contact Information

Enmail Address

Mobile Number

User Authority and User Roles

* One-Time Password (OTP)
verification may be required
during the login process, kindly
provide a valid mobile
number to receive the OTP in
order to complete the login ]
process.
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1. Verify the user details. rerManasemert
2. Click on “Confirm” to o
continue. e

Full Name
MAKER TES

Contact Information

Email Address

Mobile Number

User Authority and User Roles

User Authority

User Roles

Login PIN Information

Login PIN
v

Signer PIN Information

Signer PIN

Cancel | Back

3. If the change is made by
Authorised Person under

Single Authorisation, an =
OTP will be senttoyour ..
registered mobile number. o A

4. Input the Verification Code
under the OTP section. e

5. Enter “Signer PIN".

6. Click on “Submit” to
continue.
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Step

(0]5) ” Successful Submission

1. Transaction Reference
Number will be display
upon successful
submission of the request.

= g ; Do

User Management - Edit

2. If the change is made by
System administrator, or
Authorised Person under [ |
Dual-Control Authorisation,
the Approve / Reject flow is
required to complete the
request. For details of the
flow, please refer to the
Approval Workflow guide.

Status
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3. User management — User Creation 4 4

If you wish to create users with Signer PIN (Authorised Person or Approver):

Please download the “Change of Related Information under BEA Corporate Online”
form and submit to your relationship manager or any of our Business Centres.

If you wish to create a Maker or System administrator:

1. Please ensure you have received PIN Mailer(s) from the Bank. If you have not,
please download the “Change of Related Information under BEA Corporate
Online”, input the additional number of login PIN required for Normal User in P.10,
and submit to your relationship manager or any of our Business Centres.

2. If you have received the PIN, please refer to the following steps:

Step

la = Create User - Maker
/

1. Click on “Create”. = Bocansan | - ®0

2. Enter/ Select the user’s
personal information,

contact information* and = - e
login information. Please e —
note that only English and User Management =1

Personal Information

/ or number and symbol
input is allowed in
“‘Username”.

3. Select “Maker” in User
Roles; There is no need to

select User Authority if the R
created user is Maker.
4. Select PIN I.D. in Login
PIN. You may find your |
PIN 1.D. in your PIN [ |
Acknowledgement letter.

Login PIN

5. Click on “Save” to
continue.

Current PIN Status

Back to Top Administrative Transaction: User Creation and Maintenance 11 /33 (04/2025)
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1Ep Create User — System

W Administrator

1. Click on “Create”.

2. Enter/ Select the user’s
personal information,
contact information* and
login information. Please
note that only English and
/ or number and symbol
input is allowed in
“‘Username”.

3. Select “System
Administrator” in User
Roles; Select “SYSADM”
and “AP & SYSADM” in
User Authority.

4. Select PIN I.D. in Login
PIN. You may find your
PIN 1.D. in your PIN
Acknowledgement letter.

5. Click on “Save” to
continue.

* One-Time Password (OTP)
verification may be required
during the login process, kindly
provide a valid mobile
number to receive the OTP in
order to complete the login
process.

Back to Top
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User Management

P aats L.

User Management

Personal Information

Username

Identification Document Ve an,

ssuing Country/Region

ID No.

Title

Full Name

Contact Information

Email Address

Mebile Number

User Authority and User Roles

User Autherity | SvsADM | [ AP & 5YSADM % |

The authority, “Initiator”, will be assigned to all user by default.

User Roles

Login PIN Information

Current PIN Status

Current Hald Status

Current Hold Reason

E [ Concel | Back

12 /33 (04/2025)



CORPORATE ONLINE

@ BEA BRI 38/7 R FSRTT

Field Name Description

Check Availability | This button helps you validate the Username entered. Every
Username in your BCO account should be unique.

User Authority e Users in a User Authority will be assigned certain rights to
approve administrative or non-administrative transactions
or initiate transactions.

e A user can be assigned with multiple user authorities.
e The user authorities include:
o System Administrator (SYSADM)

o Authorised Person & System Administrator (AP &
SYSADM)

o Initiator (Default for all users)

*Select “SYSADM” and “AP & SYSADM?” if the created user is
System Administrator; no need to select User Authority if the
created user is maker.

User Roles e Users with one or multiple user roles will be assigned
certain functions”. The actual functions applicable to the
users are further defined in the “User Accounts and
Services Access” section.

e The user roles are:
o System Administrator

o Maker

Login PIN All the available PIN ID(s) assigned by the Bank
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1. Verlfy the user detalls- User Management

2. Click on “Confirm” to
continue.

Full Name:

Contact Information

Ennall Address aniziggmal.cam
Mobile Number

User Autherity and User Roles

User Authority

User Roles

Login PIN Information

Login PIN

eeeeeeeeeee

Current PIN Status
Current Hold Status

Current Hold Reasen

3. If the creation is made by
Authorised Person under
Single Authorisation, an '
OTP will be sentto your - -
registered mobile number. o e

4. Input the Verification Code
under the OTP section.

5. Enter “Signer PIN".

6. Click on “Submit” to
continue.
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Step

03 Successful Submission

— & faea [E—— eleome.
= @BEA searn e QPO s

1. Transaction Reference
Number will display upon User Management-Crete
successful submission of
the request.

2. If the creation is made by
System administrator, or
Authorised Person under
Dual-Control Authorisation,
the Approve / Reject flow is
required to complete the
request. For details please
refer to the Approval
Workflow guide.
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4. User Accounts & Services Access —Account < <
Linkages to Users

How to get there

a. Menu> Getting Started > User Settings > User Accounts and Services Access; or
b. Main Dashboard> Quick Search> Type “User Accounts and Services Access”

c. Main Dashboard> Quick Links> User Accounts and Services Access

The Authorised Person(s) (“AP”) can manage user accounts and service / function
access for all users.

Step

01 View User
e

1. Click on Username to view
the account(s) linked to e ol it 2P0
the uSer. User Accoun ts & Services Access

Initials Username Full Name

;;;;;;;;;;

Field Name Description

Linked

@ There is at least 1 account linked to this user.
Accounts

% There is no account linked to this user.
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Step

Manage and Create

W User Access

Click on the Username with at least 1 account linked to Manage the User Account and
Services Access; and

Click on the Username with no account linked to Create the User Account and
Services Access.

Click on the corresponding account type(s) to view the list of accounts that are linked
to the company on BCO and available for linkage to a user.

Step

02a | Select Account Type
—

1. Click on “Account Type”.

Back to Top Administrative Transaction: User Creation and Maintenance 17 / 33 (04/2025)
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Step

02b | View Enabled Function
i

2. Click the arrow button next
to the relevant account
number to view the o
enabled functions for each
account. The enabled |
functions should be the
same across all accounts
under the same Account i
Type tab. o

= P BEARDRG | SEm Searon nere Q BBQ T

Full Name

Account Number Currency Account Type
0151 CORPORATEPLUS A/C
0152 - Multi-CCY SSA
. I - 0151 usD USD Savings A/C
Note: Only active accounts v

linked at the company level will
be available in the “User B (] =
Account and Services Access’

Step

03 | Edit
—

& BEARTRG | Sy Searen nere Q B e
User Accounts & Services Access

User Name

1. Click on Edit to manage
the user account and
Services access. B e ron et i

Enable All Functions across All Accounts

Account Number Currency Account Type
v [ o15168 CORPORATEPLUS A/C
01552 Multi-CCY 554
01516 usD USD Savings A c
2 usD UsD s; c
01552 usD UsD C <

Field Name Description

Link All Accounts Map all existing available accounts
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5. User Accounts & Services Access — Manage
Account and Function Access of a User

1. Click on “Edit” to continue. = Rocamowy | S e #o T

User Accounts & Services Access

Related Account(s) - Linkages

Back to Top Administrative Transaction: User Creation and Maintenance 19/ 33 (04/2025)
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Step

2
0] Select Account

1. Click on “Next” to
continue.

Field Name

Description

CORPORATE ONLINE
15 EIRTT

= @BEaAmoea | &

User Accounts & Services Access

User Name

Full Name

(((((((

QO Welcome, .

Link All Accounts

Map all existing available accounts

Administrative Transaction: User Creation and Maintenance
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Step

03  Select Function
/

1- SeleCt the funCtIonS to User Accounts & Services Access
enable.

Full Name

2. Click on “Save” to
Co nti n u e ] Related Accou l.._ - LII\kJ,-,ES

Apply function enablement of first account to all selected accounts

Enable All Functions across Al Accounts
Account Nurber Cumrency Account Type
~ M 015 CORFORATEFLUSA/C

Enable All Functions

Time Depasits

[ Tirne Depastt Flacement

B Toacster to b
[ Transter Mancy - BEA (Chin

Chegue
Cheue Book Reguest Siop Crequ Chegue Statis inguiry
CORPORATEPLUSA/C
CORPORATEPLUSA/C

AFORATEFLLIS A/C

TEFLUSA/C

CORFORATEFLUSA/C
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Field Name Description

Apply function The functions enabled in first accounts will be copied to
enablement of first the rest mapped accounts

account to all selected

accounts

Apply To All Displayed on the first mapped accounts only if “Apply

function enablement of first account to all selected
accounts” being selected

Enable All Functions Enable all functions for all mapped accounts
across All Accounts
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l. Verlfy the detalls. User Accounts & Services Access
)=
2. Click on “Confirm” to —
continue. o

‘Acount Numer Curmency

111111

Step

05 @ Successful Submission
/

1 . Tran SaCtI O n R efe re n Ce User Accounts & Services Access
Number will be display ot
upon su ccessful i
submission of the request. -

2. The Approve / Reject flow B

IS required to complete the
request. For detail, please
refer to the Approval
Workflow guide.
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6. User Accounts & Services Access — Create W‘ ‘
User Account and Function Access for a User N\

Step

01 | Select User
/

1. Click on a user with no

accou ntS Ilnked User Accounts & Services Access

User List

Initials Username Full Name Linked Account(s)
C 3777 CHL ©
Y 3777 yve ©
H 8 HUN 9
S mall Smal ®)
C Pt p %
C newt CHA =X
P p P X
S small Smal &,
T testi testi %

1. C“Ck on the “TO Llnk” User Accounts & Services Access

button to continue. (Go to Foliame.
Would you like to copy the access settings from another user? Yes “
Step 4)

Related Account Summary

No related account(s) linked to the user

Associated Account Summary

Account Access not maintained for the Associated Company

Back
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Field Name Description

Would you like to copy the | Select “Yes” to set up the same account and function
access setting from access as another user. (Go to Step 3)
another user?

Related Account To link up accounts that are under the same Business
Summary Registration Number.

Associated Account To link up accounts that have been added to the BCO
Summary account as Associated Accounts.

Step

03 Select User

1. Select the Username from
the menu you Want to User Accounts & Services Access
copy from and click on User Name

Full Name

Co py to CO ntl n ue. Would you like to copy the access settings from another user? No

Related Account Summary

No related account(s) linked to the user.

Associated Account Summary

YV AUG

Account Access not maintained for the Associated Company
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Step
04  Select Account

e

1. Tick the corresponding
checkbox next to the
account number to select
the account or click on the
“Link All Accounts” button
to select all.

2. Click on “Next” to
continue.

= ¥ BEAmI O @ Mo
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Step

05 @ View Function
_

Click on the arrow button to
view the functions that are

User Accounts & Services Access

available for linkage.
N Ote : Related Account(s) - Linkages
1. For Corporate Plus
accounts, please ensure
you have selected the T
functions under the N

“Current & Savings” and
“Time Deposit” Account
Type tabs.

2. Tick the checkbox of the
function to enable it for the .
user. R ——
3. Only the functions linked
in Accounts & Services
Access will be available
for linkage. o S

1. Click on “Save” to
continue.
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l . Vel"lfy the detal IS. User Accounts & Services Access

2. Click on “Confirm” to
continue.

kages

pement
™ i H
25 P ™ esian Lecal 7
=ER
Transfer - Inquiry
ward Over [ F K
0 - :
v I

CORPORATERLUS A/C
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Step

08 ” Successful Submission

1. Transaction Reference
Number will display upon
successful submission of
the request.

User Accounts & Services Access

& Confirmation
unts & Services Access request has been sent for agproval,

2. The Approve / Reject flow
Is required to complete the
request. For detalils,
please refer to the
Approval Workflow guide.
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7. User Accounts & Services Access — Enable
Functions to Selected Account - Delete

The Authorised Person(s) (“AP”) can remove user accounts and services access.

User without mapping user accounts and services access will not be able to access to
any of the account.”

Step

01 Select User

1. Click on Username Linked = SRS (e o

Account(s) with © icon.

memememe

Back to Top Administrative Transaction: User Creation and Maintenance
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Step

C& Select Account Type

1. SeleCt the Account Type = §BEARTE | S s L RO N
to Contlnue. User Accounts & Services Access

User Name

Full Name:

Related Account Summary

Account Type Number of Accountfs)

Step

C& Delete

= §eeAmas | s SHlE= Jolherie
1. CIiCk on “Delete” to User Accounts & Services Access

remove the user’s account

and services access.

Related Acy t(s) - Linkages

CORPORATEPLUS A/C
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Step

04 Confirm

1. Click on “Yes” to confirm
the deletion.

Step

05  Successful Submission

1. Transaction Reference
Number will display as
confirmation.

2. The Approve / Reject flow
Is required to complete the
request. For detalils,
please refer to the
Approval Workflow guide.

CORPORATE ONLINE
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Delete

et User Accounts & Services Access of HIINI VE1 I S5 from 015148GAAASO7-ARFNAI I
‘ o ‘

User Accounts & Services Access

@ confirmation
“Your User Accounts & Services Access request has been sent for approval.

Transaction Reference No.

Status

Administrative Transaction: User Creation and Maintenance
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Step

06 Linked Icon

§ BEAMI

1. Upon full approval of the
instruction, the linked
account(s) icon will refer
to no accounts or services
linked to the user. L

Full Name

015 CORPORATEPLUS A/C
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