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BEA Corporate Online

Customer Services Authentication
— Security Settings

This document is produced by The Bank of East Asia, Limited (“BEA”). It is intended to
serve as a general guideline for use of our BEA Corporate Online services. While every
effort has been made to ensure accuracy, BEA makes no representation or warranty,
express, implied, or statutory, with respect to, and assumes no responsibility for, the
accuracy, completeness, sufficiency, or usefulness of the information contained herein.
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1. Set Security Questions - Create 4 4

Users can set up security questions for the use of forgot Login PIN.

How to get there

Maker / Approver

Menu > Account Settings > My Preference > Security and Login > Set Security
Questions

MiexTLY | AAA | 2@

Maker LNV | A A A | %= & ENG |
— ag 4= QRPORA 3 Welcome,
f— BEAK iR o -a-zo'fi:-e.omw Search here Q @
— @ e A L8 ~ B Last Login: 20 Nov 2022 02:49:00 PM HKT

Set Security Questions

Profile Set Security Questions Change Login PIN Change Signer PIN

Alerts/Notifications - -
Your security questions have not been set up yet.

Security and Login Set Up

Note

Security questions work as an added
laye sin

protecting

fraudulent

We recommend that you:

= Choose answers that are difficult
for others to guess.

» Choose questions which you
have not previously answered on
public or social media sites

Back to Top Customer Services Authentication — Security Settings 3/25 (08/2024)
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Authorised Person / System Administrator

Menu > My Preference > Security and Login > Set Security Questions

— AuthorisedPeson "/ | A A A | W m ENG |
T 08 search here ( Welcome
@  Getting Started E @ BEA R search fiere L =] @ K net Logiec 26 Moy 239 (E-ADLO BMERT
Limits Pending Approvals (9)
Customer Maintenances rram . [1] n (7]
Date Transaction Name Company Name Initiated By Reference No Status
07 Nov 2022 User Accounts & Services Access - Delete 0711DDC1AAAS In Progress
Page 1 of1 (1oflitems 1
Quick Links
AL _‘. 2 1=
User Management User Accounts and e-Statement & e-Advice Daily Transaction Limit Manage Beneficiaries
Services Access User Registration Maintenance
Overview
My Approved List (0) Search
AuthorisedPerson \v | A A A | = & ENG |
— - 9T 2 CORPORATE ONUINE e Welcome,
— § BEA R iR1T ,:‘“-.:];5,;, Search here O 8 @ v
— Last Login: 20 Nov 2022 02:49:00 PM HKT
Set Security Questions
Profile Set Security Questions Change Login PIN Change Signer PIN

Alerts/Notifications
Your security questions have not been set up yet

secutysndern m V
28
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Step

01 Initiate
/

1. Click on “Set Up”.

= @ BEAmD®T | SBU =IO I

Set Security Questions

Step
02 | Select Questions
_—
1. Select 6 questions to
answer.
2. Enter the answers below

the corresponding
guestions (max. 6
questions).

3. Click on “Submit”.

Back to Top Customer Services Authentication — Security Settings 5/25 (08/2024)
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1. Review the request and o bty s
click on “Confirm”. o o it o e

Step

04 Successful Submission
/

oTP
1' SYStem WI" Send a Please enter the one-time password (OTP) sent to your mobile number.
One-time Password Verification Code
(OTP) to user’s o
registered mobile Resend OTP
number This OTP expires in 69 seconds.
2. Enter OTP and click on Reference Number
3953586

“Submit” to complete.

=

Set Security Question

o Confirmation
Your Set Security Question has been fully approved and the instruction has been received by BEA.

Status
Completed

Back to Top Customer Services Authentication — Security Settings 6 /25 (08/2024)



CORPORATE ONLINE

© BEA R R SR 1 5R1T

2. Set Security Questions — Edit 4 <4

Users can edit their existing security questions.

How to get there

Maker / Approver

Menu > Account Settings > My Preference > Security and Login > Set Security
Questions

MierTLN | A A A | % &

Set Security Questions

Profile Set Security Questions Change Login PIN Change Signer PIN

Alerts/Notifications

Security Question

Whao is your favourite singer? @
Security and Login " Note

Security Question

Who is your favourite historical figure?

Security Question
Are you happy today?

Security Question

What was the model of your first car?

Security Question

How old are you?

Security Question

What is your favourite music genre?

Back to Top Customer Services Authentication — Security Settings 7125 (08/2024)
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Authorised Person / System Administrator

Menu > My Preference > Security and Login > Set Security Questions

AuthorkedPesson N | A A A | % H ENG |

El@ BEARZHT | I 0 s @ Ve ~
Pending Approvals (9)
Customer Maintenances () 1] [ 7]
Transfers Date Transaction Name Company Name Initiated By Reference No Status
i 07 Nov 2022 User Accounts & Services Access - Delete CDC REGRESSION 006 CDC TEST USER 006 0711DDC1AAAS In Progress
Audit Log Page 1 ofl (1of1items i
Mailbox
Quick Links
AL El. 4 £ H
User Management User Accounts and e-Statement & e-Advice Daily Transaction Limit Manage Beneficiaries
Services Access User Registration Maintenance
Overview

My Approved List (0) Search

Set Security Questions

Profile Set Security Questions Change Login PIN Change Signer PIN

Alerts/Notifications . .
Security Question

. . Who is your favourite singer?
Security and Login

2
Security Question
Who is your favourite historical figure? Note

C 3 Security questions work as an adde;
Secunty QUEShon security that help:
Are you happy today? against fraudulent a

We recommend that you:

» Choose a s that are difficult for

others to

Security Question

What was the model of your first car?

s which you havi
swered on public or social

Security Question

How old are you?

Security Question

What is your favourite music genre?
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Step

01 Initiate
/

1. Click on “Edit”. = goeanan | mE N o

Set Security Questions

il Set S Q
Aler
Security Question
What is your moth
Sec

What is your favaurite brand? Note

Step

02  Enter Answers
/

Set Security Question

Security Question

1. Enter the answers below
the corresponding
questions_ T

2. Click on “Submit”.

Back to Top Customer Services Authentication — Security Settings 9 /25 (08/2024)
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1. Review the request and Set Securty Question
click on “Confirm”. -

e ok

Step

04 Successful Submission
/

oTP

Please enter the one-time password (OTP) sent to your mobile number.

1. Enter One-Time Password Verification Code
(OTP). P
2. C“Ck On “Submit” to Resend OTP

This QTP expires in 69 seconds.

complete.

Reference Number

3953586

=

Set Security Question

o Confirmation
Your Set Security Question has been fully approved and the instruction has been received by BEA.

Status
Completed

Back to Top Customer Services Authentication — Security Settings 10 /25 (08/2024)
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3. Change Login PIN 4 <4

Users can change their existing Login PIN.

How to get there

Maker / Approver

Menu > Account Settings > My Preference > Security and Login > Change Login PIN

= @ BEARDRIT | Gnm

Search here = O e s
Change Login PIN
Profile Set Security Questions Change Login PIN Change Signer PIN
Alerts/Notifications
Please change your login PIN due to security reasons.
Security and Login Current PIN
.

Your PIN must contain:
Enter New PIN

Confirm New PIN

Cancel

Back to Top Customer Services Authentication — Security Settings 11 /25 (08/2024)
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Authorised Person / System Administrator

Menu > My Preference > Security and Login > Change Login PIN

AuthorisedPerson v | A A A | ® m ENG |

(=] & seansus | s SR = G R e

Pending Approvals (9)
Customer Maintenances [fJ) 2 trative Maint; (1] # (7]
Transfers. Date Transaction Name Company Name Initiated By Reference No Status
07 Nov 2022 User Accounts & Services Access - Delete CDC REGRESSION 006 CDC TEST USER 006 0711DDC1AAAL In Progress

Page 1 of1 (loflitems 1

Quick Links

- E 2 I3

User Management User Accounts and e-Statement & e-Advice Daily Transaction Limit Manage Beneficiaries
Services Access User Registration Maintenance
Overview

My Approved List (0) Search

= § BEARDNRI

CORPORATE ONLINE ~ Welcome,
G R Search here 9] B @

Last Login: 04 Aug 2023 15:13:01 HKT

Change Login PIN

Profile Set Security Questions Change Login PIN Change Signer PIN

Alerts/Notifications

Please change your login PIN due to security reasons

Security and Login Current PIN

Your PIN must contain:

Enter New PIN

Confirm New PIN characters

Cancel
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Step

01 Enter PIN
/

& BEARTR | S S = O O —

1. Enter the Current Login
PIN and New Login PIN.

s Change Login PIN Change Signer PIN

urity and Login Cumrent PIN

2. Click on “Submit” to "
Complete_ Enter New PIN

Confirm New PIN

=

= & BEARTIRI | tw Q B @ e .

Change Login PIN

Change Login PIN Change Signer PIN

Your PIN must contain:

00 00

Step

02 ° Change Successfully
_—

= & BEARD®RT | S Q BB @ e

Change Login Pin

1. Click on “Go to
Dashboard”, then direct to
Dashboard page. o

t Security Questions Change Login PIN Change Signer PIN

Login Pin Changed Successtully
Go to Dashboard

Back to Top Customer Services Authentication — Security Settings 13 /25 (08/2024)
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4. Change Signer PIN 4 4

Signer and Authorised Person can change their existing Signer PIN.

How to get there

Maker / Approver

Menu > Account Settings > My Preference > Security and Login > Change Signer PIN

x vV | AAA | %8 NG |

Account ...

= @ BEARIIRIT | Sharan Search here Q =4 @ Welcome,

Last Login: 04 Aug 2023 15:13:01 HKT

Change Signer PIN

Profile Set Security Questions Change Login PIN Change Signer PIN

Alerts/Notifications

Please change your Signer PIN for security reasons

Security and Login Current PIN

Your PIN must contain:

Enter New PIN

« It should not contain spaces or special

Confirm New PIN characters

Cancel

Back to Top Customer Services Authentication — Security Settings 14 /25 (08/2024)
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Authorised Person / System Administrator

Menu > My Preference > Security and Login > Change Signer PIN

AuthorisedPerson % | A A A | = m ENG |

BEA BS54 | comonste orune [ Q Welcome, o~
[=]e 0B D T o
Pending Approvals (9)
Customer Maintenances [f) tive M i 7]
Date Transaction Name Company Name Initiated By Reference No Status
07 Nov 2022 User Accounts & Services Access - Delete 0711DDC1AAAS In Progress
Page 1 ofl (1of1items 1
Quick Links
E : i
b [
aL - It
User Management User Accounts and e-Statement & e-Advice Daily Transaction Limit Manage Beneficiaries
Services Access User Registration Maintenance
Overview

My Approved List (0) Search

= § BEART® | cmm ) pielcome.

Search here C
= b= Last Login: 04 Aug 2023 15:13:01 HKT
Change Signer PIN
Profile Set Security Questions Change Login PIN Change Signer PIN
Alerts/Notifications . .
Please change your Signer PIN for security reasons
Security and Login Current PIN
.
Your PIN must contain:
Enter New PIN
« 8- 16 alphanumeric characters

Confirm New PIN

Cancel

Customer Services Authentication — Security Setting 15/25 (08/2024)
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Step

01 Enter PIN
/

B BEARTIGT | s Q H O Sluasseom

1. Enter the Current Signer
PIN and New Signer PIN.

il Set Change Login PIN Change Signer PIN

erts chai

scurit Liog Current t PIN

Your PIN must contain:
Enter New PIN
Confirm New PIN
Cancel
= & BEAming | G Searh ere QA B O Ll s
. 13 LR
2. Click on “Submit” to
Change Signer PIN
complete.
Set Security Questions Change Login PIN Change Signer PIN
L C t PIN
Your PIN must contain:
Enter New PIN
........ 8
g
Confirm New PIN '
Step
= @ BEAmT®RG | SRnE™ Searcn nere SR IO R

Change Signer Pin

1- CIiCk On “GO to Profile Set Security Questions Change Login PIN M
Dashboard”, then direct to :
Dashboard page. Q

Signer Pin Changed Successfully

Go to Dashboard

Back to Top Customer Services Authentication — Security Settings 16 /25 (08/2024)
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5. Forgot Login PIN

4 <

Users can reset their Login PIN by answering security questions through Forgot Login

PIN.

If users have not set up security questions, they can ask their Company’s Authorised
Person to reset Login PIN (Please refer to section 6).

How to get there

BEA Corporate Online Login Page > Forgot Login PIN

CORPORATE ONLINE
EXMLWT

= @ BEARD®R

Login to BEA Corporate Online

Account Number

015

Username

Request Reset PIN

PIN Activation Forgot Login PIN

CORPORATE ONLINE
R ERIT

= & BEARTR

Forgot PIN

Please enter the details below to reset your PIN.

Account Number 015

Username

AA A | ® @& ENG |

1.Never provide your username or password
to anyone on the phone or in response to an
email. The Bank shall not be held responsible
for any incorrect online transactions or
disclosures of account-related details. Please
exercise due diligence on these matters.

2.Forgot Login PIN - You can change your
login PIN online by answering the security
questions.

3.Request Reset PIN - If you are an
Authorised Person, you may request for PIN
reset with the form. Our customer service
officer will contact you for verification and
you will receive the PIN and PIN
Acknowledgement Letter by mail.

4. Forgot your username? Please contact your

Authorised Person or System Administrator
for assistance.

n ' —

®

-~ Forgot your online banking
‘@ password?

1. Forgot Login PIN - You can reset your login PIN by
answering the security questions

2. Request Reset PIN - Upon clicking on the link, you
will be redirected to the landing page to reset your
PIN.

3. Please recover your username from your system
administrator.

Back to Top

Customer Services Authentication — Security Settings
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Step

01 ..
- Initiate

AAA | ®E@ NG |

= & BEARD®T | S O
1. Enter “Account Number” N
Orgo’ -~ Forgot your online bankin|
and “Username”_ ‘o Easf\;urd? e ankine

Please enter the details below to reset your PIN.

Account Number 015

Username

2. Click on “Next” to
continue.

3. Enter HKID/Passport = §BEAmTEs | o

Number.

Forgot PIN . .
4 Forgot your online banking
w* password?
Please enter the details below to reset your PIN,

PIN - You can reset your login PIN by

Account Number 015 168 55 Edit

Username 61 iu s

HKID/Passport Number

. [

= § BEA B 5281 ‘ CORPORATE ONLINE @
= REIZIR Tralen

4. Click on “Submit”.

Forgot PIN . X
- Forgot your online banking

“w- password?

Please enter the details below to reset your PIN.

Account Number 015 16¢ 165 Edit

1 Pie:
Username &1 iu administrator
HKID/Passport Number B8 36

Cance

Back to Top Customer Services Authentication — Security Settings 18 /25 (08/2024)



CORPORATE ONLINE

© BEA R R SR 1 5R1T

Step .
Answer security

W questions

1. Answer the security
-
guestions gy p— 5

Forgot PIN

Security Question

How old are you?

Security Question

What is your mother's maiden name?

-

= @ BEAmDRG | o @)

2. Click on “Submit”.

Forgot PIN

Security Question
What is your favourite brand?

Security Question

Are you happy today?

Coneel }

Back to Top Customer Services Authentication — Security Settings 19 /25 (08/2024)
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Step

03 Enter New PIN
/

AAA | EE NG |

= & BEAmT® | Smmee ©)

1. Enter New PIN and
Confirm New PIN.

Forgot PIN

-3~ Your PIN must contain :
h o

Enter New PIN

Confirm New PIN

‘ Cancel

A A A | ® i ENG |
. . = @ BEAmRT®G | Smm ®
2. Click on “Submit”.

Forgot PIN )
O Your PIN must contain :

Enter New PIN

--------

Step

04
= Password

Enter One-Time

Forgot PIN

- .\'— Your PIN must contain :

Enter New PIN

1. Enter One-Time Password ..
(OTP) for verification.

2. Click on “Submit”.

Please enter the one-time password (OTP) sent to your mobile number.
Verification Code

=3

This OTP expires in 74 seconds.

Reference Number

3956172

-

Back to Top Customer Services Authentication — Security Settings 20/ 25 (08/2024)
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Step

05 @ Change Successfully

1. Click on “Go to Login”,
then direct to BEA
Corporate Online Login Forgot PIN
Page.

AA A | @ NG |

= § BEARTRGT | o ®

Back to Top Customer Services Authentication — Security Settings 21 /25 (08/2024)
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6. Request Reset PIN 4 4

Users can reset their Login PIN / Signer PIN / Phone PIN through “Request Reset PIN”.

How to get there

BEA Corporate Online Login Page > Request Reset PIN

A A A | % & ENG |

— 505 % CORPORATE ONLINE
= & BEARG] one 0

Login to BEA Corporate Online

1.Never provide your username or password

Account Number to anyone on the phone or in response to an
email. The Bank shall not be held responsible
015 for any incorrect online transactions or

disclosures of account-related details. Please
exercise due diligence on these matters.

login PIN online by answering the security
¥ questions.

Username ! 2.Forgot Login PIN - You can change your

| i 3.Request Reset PIN - If you are an
| Authorised Person, you may request for PIN
reset with the form. Our customer service

officer will contact you for verification and
you will receive the PIN and PIN
Acknowledgement Letter by mail.

Request Reset PIN ®  4.Forgot your username? Please contact your
Authorised Person or System Administrator

for assistance.

PIN Activation

Forgot Login PIN

Back to Top Customer Services Authentication — Security Settings 22 /25 (08/2024)
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Initiate

BEA Corporate Online PIN Reset.

1. Enter “BEA Corporate
Online Account Number” g
and “Authorised Person’s
Mobile Phone Number”.

* Mandatory Field

PIN RESET APPLICATION FORM

BEA Corporate Online Account Number *

2. Select the PIN Type you
would like to reset.

PIN Type/Username* (]
H H @ Phone PIN
3. If Login PIN or Signer PIN 0 o e o
- - Login PIN' Signer PIN PLEASE ENTER USERNAME
IS S e I ecte d I n P I N Typ e ] Login PIN' Signer PIN PLEASE ENTER USERNAME
Login PIN Signer PIN PLEASE ENTER USERNAME
p lease also enter

Username or PIN ID.

4. You may click on to
expand more rows.

5. Click on “Next”.

Back to Top Customer Services Authentication — Security Settings 23 /25 (08/2024)
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Step
Verify

0
_—

1. Verify the details of the PIN
Reset application.

Please confirm the following information

PIN RESET APPLICATION FORM EDIT

BEA Corporate Online Account Number:
01551 90

Authorised Person’s Mobile Phone Number:
8s2-12 78

PIN Type/Username:

@ rorev
Q =" @ P Demo
DISCLAIMER

2. Select the checkbox if you
have read and have fully
understand of the

D I SC | al m e r ’ AUTHENTICATION
3. Enter Authentication Code. 1
4. Click on “Accept & Confirm”.

Back to Top Customer Services Authentication — Security Settings 24 | 25 (08/2024)
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St :
y" Enter One-Time

(& Password

1. One-time password will be One-time password
sent to the Authorised
Person’s Mobile Phone -
entered at the first page. (AR08

O ~ume passworag has ¢

2. Enter the one- time

password. CANCEL “

3. Click on “OK”

Step

04 Verification

1. Customer Service will
contact your Authorised

oo §R1 Personal Banking ~ Wealth Management ~ Wholesale Banking  Insurance, MPF & Trust  Investmen

Person through the mobile

phone number entered on

the ap p||Cat| On Wlth | n 2 Our customer services officer will coq:act the Aullfho:?sed Person within 2 business days to
) ) verify your application.

b USI I.’]eS.S d ays to Ve rlfy yo u r After the verification, a new set of PIN Acknowledgement Letter and PIN Mailer(s) will be mailed to your company

ap pI I Catlo n . separately for PIN activation.

Application reference number is PF6 2F

2. After the verification, the
new set of PIN
acknowledgement letter &
PIN Mailer(s) will be mailed
to your company separately
for PIN activation.

Back to Top Customer Services Authentication — Security Settings 25/25 (08/2024)



