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For Immediate Release

Fraudulent Website Notification

Hong Kong, 12 January 2026 — The Bank of East Asia, Limited ("BEA" or the "Bank") would
like to alert all customers and the general public that the Bank has no affiliation whatsoever
with the following websites:

hxxps[:]//carousell-hk[.]oenokoyol[.]Jshop/login/349UR817JM67908979588
hxxps[:]//carousell-hk[.]Joenokoyol[.]shop/login/172WV517PV679P8981299
hxxps|:]//carousell[.]fps-hk-hk][.]click/merchant/bank-confirm/bea/793979240
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/345PV417NS68006969366
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/163CZ117AE680K6963815
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/3950T517WT68016960087
hxxps[:]//carousell-hk[.]Jnokton[.]shop/login/356FB517CF680P6973337
hxxps|:]//carousell[.]fps-hk-hk[.]click/merchant/bank-confirm/bea/603182794
hxxps[:]//carousell-hk[.]Jnokton[.]shop/login/227DD517CJ68016960847
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/177KI417SF680Z269624 36
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/279BB217JJR681P544 3991
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/262VF317YU681S2090557
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/348NZ1170M681N5446654
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/149GP717Z068155445169
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/316ZR617EOC681F5444898
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/269UD017GHE81G5444249
hxxps[:]//carousell-hk[.]Jnokton[.]Jshop/login/201VK917RJ6812544 3596

Anyone who has provided personal information or conducted any financial transactions
through the above websites should immediately report the case to the Police for
investigation, and call BEA's Customer Service Hotline on +852 2211 1333 for assistance.
Customers should also refrain from visiting the websites and downloading any suspicious
files from the websites.

BEA would like to remind all customers that they can access the Bank's internet-based
services safely and securely via the Bank's homepage www.hkbea.com.

The Bank has reported the above incident to the Hong Kong Police Force and the Hong
Kong Monetary Authority, and will take any action deemed necessary and appropriate to
protect the Bank's reputation and the interests of our customers and the general public.

Customers who are suspicious about the identity of a website at an address similar to the
address of BEA's homepage should call the Bank's Customer Service Hotline for

verification.
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