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For Immediate Release

Fraudulent Website Notification

Hong Kong, 8 December 2025 — The Bank of East Asia, Limited ("BEA" or the "Bank") would
like to alert all customers and the general public that the Bank has no affiliation whatsoever
with the following website:

hxxps[:]//carousell-hk[.]payfrgoods[.]Jshop/login/1I90NW417V J649N5595085
hxxps[:]//carousell-hk[.]payfrgoods[.]Jshop/login/216|1A517QHB649X5660711
hxxps[:]//carousell-hk[.]payfrgoods[.]Jshop/login/208ET917IN649M5703570
hxxps[:]//carousell-hk[.]payfrgoods[.]Jshop/login/278VZ817GF649X5736896
hxxps[:]//carousell-hk[.]payfrgoods[.]Jshop/login/348WT217ZP649D5814346
hxxpl[:]//carousell-hk[.]Jgoodstyless[.]shop/login/230KQ517FHE50H4781872
hxxpl[:]//carousell-hk[.]Jgoodstyless[.]shop/login/245XT5170E650G 4814363
hxxpl[:]//carousell-hk[.]Jgoodstyless[.]shop/login/351XB217VR650P484 2582
hxxpl[:]//carousell-hk[.]Jgoodstyless[.]Jshop/login/174ND517GW650A4883149
hxxpl[:]//carousell-hk[.]Jgoodstyless[.]shop/login/296GQ417EG65014874899
hxxpl[:]//carousell-hk[.]Jgoodstyless[.]shop/login/247GN117ZUB50R4956390
hxxpl[:]//carousell-hk[.]Jgoodstyless[.]shop/login/392MY717VW650C5020850
hxxps[:]//carousell-hk[.]Jgoodstyless[.]shop/login/115NE317GQ651F2855058
hxxps[:]//carousell-hk[.]goodstyless[.]Jshop/login/354GD717HY651R2932292
hxxps[:]//carousell-hk[.]goodstyless[.]Jshop/login/273PT517YG651D2962876
hxxps[:]//carousell-hk[.]goodstyless[.]Jshop/login/300CW817PU6B51U2998477
hxxps[:]//carousell-hk[.]goodstyless[.]Jshop/login/320ID017IE651E3042341

Anyone who has provided personal information or conducted any financial transactions
through the above website should immediately report the case to the Police for
investigation, and call BEA's Customer Service Hotline on +852 2211 1333 for assistance.
Customers should also refrain from visiting the website and downloading any suspicious
files from the website.

BEA would like to remind all customers that they can access the Bank's internet-based
services safely and securely via the Bank's homepage www.hkbea.com.

The Bank has reported the above incident to the Hong Kong Police Force and the Hong
Kong Monetary Authority, and will take any action deemed necessary and appropriate to
protect the Bank's reputation and the interests of our customers and the general public.

Customers who are suspicious about the identity of a website at an address similar to the
address of BEA's homepage should call the Bank's Customer Service Hotline for
verification.
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