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How to Enable TLS 1.2 (For Win8)

1. Press the “Windows” and “R” buttons simultaneously to open the “Run” dialogue box.

2. Type in “control panel” and click “OK”.

= Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

Open: v
Cancel Browse...
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Click “Programs” in the “Control Panel”.

- N

= Control Panel
@ + 1 & ControlPanel » v & Search Control Panel -l

Adjust your computer’s settings Viewby: Category ¥

il  System and Security User Accounts and Family Safety
Review your computer's status & Change account type
Save backup copies of your files with File 80 Set up Family Safety for any user
History
Find and fix problems . Appearance and Personalization

w Change the theme:
Network and Internet Change desktop background
i View network status and tasks Adjust screen resolution
S, Choose homegroup and sharing options
Clock, Language, and Region
| Hardware and Sound 1L Add 2 language

3 View devices and printers - Change input methods

Add a device Change date, time, or number formats
C Programs A\ Ease of Access
k Uninstall 2 program | Let Windows suggest settings
Optimize visual display
Click “Java”
Programs - ol El
© - 4 » Control Panel » Programs v & Search Control Panel ¥l
Centrol Panel Home
Eﬂ Programs and Features
ke Uninstall 3 program | B Turn Windows features on or off | View installed updates

System and Security

Run programs made for previous versions of Windows

Network and Internet

Hardware and Sound @ Default Programs

Change default settings for media or devices

Programs

Make a file type always open in a specific program

User Accounts and Family
Safety & | Java

Appearance and

Personalization
Clock, Language, and Region

Ease of Access

How to install 2 program

Set your default programs
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5. Click “Java”, then “View...”.

B 1ava Control Panel

General Security | Advanced |

Wiew and manage Java Runtime versions and settings For Jawa applications and applets.

= [=]

Wiey

OK I Cancel

Apply

6. Make sure that:
» Javaversion is 1.7.0_51 or above
» The “Enabled” box is ticked

Then, click “OK”.

Java Runtime Environment Settings

x|
ysteml
PlatFori mmcation | Path IRuntimeParameters Enabledi
1.7 |1.7.D_79 |hli:u:,l’,l’]ava.s‘..k:'l,ProgramFiIas\Jav...I | I |
Find | Add | Remaye |

Cancel |
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7. Select “Security”, “Edit Site List...”.

=101 x|

Security Level

" Very High (Most secure setting)
Cnly Java applications identified by & non-expired certificate from a trusted autharity will be
allowed torun,

" High (Minimum recommended)

Java applications identified by a certificate from & trusted autharity will be allowed ko run,

" Medium (Least secure setting)

All Java applications will be allowed ko run after presenting a security prompt.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate
security prompks,

|/ — =
EEEEiif—_ j [ EEE

Restore Security Prompls | Manage Certificates. .. |

QF I Cancel Apply

8. Click “Add”.

=T

General | Java Security I Advanced |

[ Enahle Java content in the browser

Security Level

i Very High (Most secure setting)

©nly Java applications identified by a non-expired certificate from a trusted authority will be
allowed ko run.

Applications launched from the sites listed below will be alowed to run after the appropriate security
prompts,

Lacation

iy ikt — |-

e o —

ihttp:u_

ke o —

B |0y o/ — =
T

e — Ad|
Add Remove

“h FILE and HTTP protocols are considered a security risk.,
We recommend using HTTPS sites where available,

Canicel
OF I Cancel | Apply. |
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9. Add “https://biz.hkbea-cyberbanking.com” to “Location” and click “OK”.

B Exception Site List |

Applications launched from the sites listed below will be allowed ta run after the appropriate security
prormpks,

Location

ttps: ffbiz. hkbea-cvberbanking. com | :I

add I Remove I

l'r,h FILE and HTTP protocols are considered a security visk,
We recommend using HTTPS sites where available.

oK I Cancel |

10. The domain will be listed in the “Exception Site List”. Now click “OK”.

Il

Generall Java Security | .ﬁ.dvancedl

¥ Enable Java content in the browser

Security Level

£ Wery High (Most secure setking)
Only Java applications identified by a non-expired certificate from a trusted authority will be
allowed bo run,

& High (Minirurn recamrmended)

Jawva applications identified by a certificate from a trusted authority will be allowed ko run,

= Mediumn (Least secure setting)

All 1ava applications will be allowed ko run after presenting a security prompk.

Exception Site List

Applications launched from the sites listed below will be allowed ta run after the appropriate

-

TG Ss e
Lttps:,l',l'biz.hkbea-cyherbankjng.com j | : i
Restare Security Prompts | Manage Certificates. .. |

[o]'4 Cancel Apply
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11. Select “Advanced”, enable “Use TLS 1.2”, then click “OK?”.

Java Control Pane' o =] |
Generall Java' Secur

) Enable - hide warning and run with protections |
Enable - hide warning and don't run untrusted code
(") Disable verification (not recommended)
Perform certificate revocation checks on
() Publisher's certificate anly
) All certificates in the chain of trust
-} Do not check (not recommended)
Check for certificate revocation using
-(") Certificate Revocation Lists (CRLs)
) Online Certificate Status Protocol (OCSF)
) Both CRLs and OCSP
Advanced Security Settings
-|f| Use certificates and keys in browser keystore
Enable blacklist revocation check
--|+| Enable caching password for authentication
-] Use S5L 2.0 compatible ClientHello format
Use S5L 3.0
Use TLS 1.0

Miscellaneous

I:‘ Place Java icon in system tray

-[] suppress sponsor offers when installing or updating Java
Java Quick Starter

Ll

K I Cancel Apply
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