BEA Credit Card — Cyberbanking Services User Guide
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BEA Credit Card brings you greater convenience and spending power!
To ensure that you can access your account anytime, anywhere, we are
also pleased to offer you our award-winning Cyberbanking electronic
banking service.

‘R Cyberbanking User Guide

First-time Cyberbanking log in:

Principal and supplementary cardholders can use their credit card
account numbers to log in to Cyberbanking. When using your credit
card to register for Cyberbanking, you must use your Personal Identification
Number (“PIN") for ATM / Cyberbanking first-time login. If you are a
new cardholder, the PIN will be sent to you within 3 working days after
you have activated your card. Existing cardholders who do not have a
PIN can simply call our Customer Services Hotline to apply for one.

If you are an existing Cyberbanking account holder, simply visit any BEA
branch to register your credit card under your Cyberbanking account.

0 Visit the BEA website at www.hkbea.com. Select “Hong Kong”
in the Cyberbanking menu.

2 Vi Bank of Eant Aels - Mic rosclt Internet Explorer

1 dun, 200

Mew Prosucm & Servises

9 Enter your Cyberbanking account number or BEA Credit Card
account number and PIN.
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Log in

Premium discount
via Cyberbanking

e You will be asked to change your PIN and enter your email address.

Q Once you successfully register, you can begin using Cyberbanking.

Cyberbanking’s Comprehensive Services
Via Cyberbanking, you can manage and check your credit card

account details quickly and easily.

Step 1: Press “Accounts” at the top
Step 2: Press “Summary” on the left

Pay Bills or Make Donations”

Step 1: Press “Payments” at the top
Step 2: Press “Bills” or “Donations” on
the left

Step 1: Press “Cards” at the top
Step 2: Press “Credit Cards” and
"Bonus Gallery” on the left

Check Messages

e Cybarbanking

Step 1: Press “"Homepage" at the top
Step 2: Press “Messages” on the left

View Transaction
Activities or Register for /

Step 1: Press “Accounts” at the top
Step 2: Press “Activities” or
“Statements” on the left

Transfer Funds
obtained from a Cash Advance
to Another Account”

Step 1: Press “Accounts” at the top
Step 2: Press “Transfers” on the left

Remark:
A cash advance handling fee and finance
charges apply.

Apply for / Change
Direct Debit Authorisation
Instruction*

Step 1: Press “Cards” at the top
Step 2: Press “Credit Cards”and “Debit
Authorisation” on the left

Remark:

This service is only applicable to Cyberbanking
accounts that are linked to a BEA Hong Kong
dollar savings / current account set up as the
debit account. If you would like to set up an
account held at another bank as the debit
account, please call our Customer Services Hotline
for further arrangements.

* This service is not available to supplementary cardholders.
# This service is not available to BEA JCB PLATINUM Cardholders.
" This service is not applicable to the RMB account of BEA CUP Dual Currency PLATINUM Credit Cards.



‘®  Security Advice for Credit Cardholders

Online Shopping Security Services

“Verified by VISA"” and “MasterCard® SecureCode™" ! provide you
with additional password protection. These services? help prevent
unauthorised use of your credit card for online purchases, giving you
complete peace of mind. Registration is easy and completely free of
charge. Just follow these steps:

Simple Registration Procedures’

0 To register for Verified by VISA and / or MasterCard® SecureCode™,
log in to Cyberbanking. Press “Cards” at the top, then select
“Credit Cards” and “Online Payment Security” on the left.

= A

9 After the service has been confirmed, the terms and conditions
of service will be displayed. After you read and confirm your
acceptance of the terms and conditions, registration will continue.

e You will be asked to create your own password and personal
assurance message* for the relevant credit card.

Q Service will be effective 2 working days after successful registration.

1. Verified by VISA and MasterCard® SecureCode™ are not applicable to BEA JCB PLATINUM
Card and BEA CUP Dual Currency PLATINUM Credit Card.

2. Customers must register for Verified by VISA and MasterCard® SecureCode™ for their
BEA Credit Cards to process online transactions with merchants who have adopted
Verified by VISA and MasterCard® SecureCode™ services.

. Principal and supplementary cardholders must register separately to enjoy the service(s).

4. After you have registered for the service(s), you will be required to key in your password

to complete any future online purchases. Please also check your personal assurance
message to ensure that BEA is verifying your identity with you.

Smart Tips for Online Shopping

¢ Use a secure web browser and Verified by VISA or MasterCard®
SecureCode™ to prevent another person from using your credit
card to make unauthorised online purchases.

e Check details carefully and do not provide any unnecessary personal
details when making online purchases.

¢ Never send payment information via email.

e Keep records of your transactions and review your monthly statement
thoroughly. Report any unauthorised transactions to the Bank
immediately.

Card Security

e Sign your credit card on the back as soon as you receive it.

¢ Do not sign any blank or incomplete sales slips, and be sure that
you destroy sales slips for all cancelled transactions.

e Check the transaction amount carefully before you sign a sales
slip. Keep the “Cardholder Copy” of your sales slips and check it
against your monthly statements.

e If your card is lost or stolen, call the BEA Credit Card Customer
Services Hotline immediately.

PIN Security

Do not use your birthday or other easily guessed number sequence
as your PIN. Do not disclose your PIN to any third parties including
bank employees and police officers.

* Do not disclose your PIN to others when using an ATM,
Cyberbanking, Customer Services Hotline, or any other online
electronic banking channel.

e Change your PIN on a regular basis for security purposes.

Change of Personal Information

e To ensure that we can send you our latest information and to
safeguard your interests, please inform us if there is any change
to your personal information (including your address and phone
number) by visiting any BEA branch to update your information
on record.

With nearly 140 branches and SupremeGold Centres,
BEA operates one of the largest banking networks in Hong Kong.

( Customer Services Hotline 3608 6628 Website www.hkbea.com )
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